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Abstract:

The emergence and subsequent popularization of lean manufacturing have become one of the most significant
for improving the efficiency and productivity of operations. The use of lean manufacturing tools and methods
leads to the elimination of waste in the organization. Traditional information systems that allow organizations to
share information about resources while managing process performance and traceability have a number of dis-
advantages such as security, interoperability, and transparency. Currently, distributed ledger technology (block-
chain) is widely used for this purpose. This article presents a study of decentralized management of the imple-
mentation of a distributed ledger infrastructure, which is selected based on the characteristics of the production
system. This study proposes a framework that analyzes lean production methods using simulation and data en-
velopment analysis (DEA) to accommodate the underlying multi-objective decision-making problem. The current
study examines the impact of the simultaneous application of RCA technology, lean manufacturing methods, and
distributed ledger technology on the total time, costs, and time of production processes.
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INTRODUCTION

Competition in the market of complex technical (machine-
building) products (systems) requires multifunctional
structures, high-quality service, short production and de-
livery times, increased environmental friendliness and
reasonable prices. Digitization of production according to
the concept of Industry 4.0 and 5.0 [1, 2] provides net-
working between various sensors, machines, tools and in-
telligent systems that are connected and can interact with
each other along the entire production chain, which con-
tributes to environmental sustainability by increasing the
efficiency of the use of resources and information [3].
Manufacturing and logistics operations intelligently linked
across industry lines create higher efficiency and adaptive
lean manufacturing environment [4] in real time through-
out the product lifecycle. Such approaches increase
productivity, change the profile of the workforce, and en-
hance competitiveness [5]. In response to rapidly chang-
ing needs, the product development environment is

becoming more open and the design process itself is be-
coming more complex [6]. Open systems are imple-
mented as cloud service models, in which various market
participants are combined into a single platform for
providing services to the end user. This allows you to im-
plement in the virtual space arbitrarily complex end-to-
end business processes that are capable of automatically
performing optimization management (end-to-end engi-
neering) of various kinds of resources through the entire
supply chain and product value creation — from idea de-
velopment, design, design to production, operation and
disposal (Figure 1).

Collaborative production management strategies require
the management of information about the actual state of
resources (raw materials, materials, electricity, machinery
and industrial equipment, vehicles, production, market-
ing, sales) both within one and across enterprises.
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Fig. 1 The action cycle has four phases. The value chain domain

covers the functions of transforming materials and other input
(such as energy) into the end products

The development of information technologies, the crea-
tion of various software based on the mathematical appa-
ratus, forms and methods of storing, processing and dis-
tributing data determined the widespread introduction of
a large number of heterogeneous management systems
in enterprises, organizations and industries. The lack of
unified approaches to the creation of information systems
for their functional purpose, software and hardware, the
diversity of development companies creates the problem
of interoperability. The higher the level of heterogeneity
of a complex system, the more acute the problem of in-
teroperability for the provision and evaluation of which is
necessary to solve a set of scientific, technical, organiza-
tional and methodological problems. Organizations today
are moving from a hierarchical to a self-organizing model.
Currently, industries are implementing smart initiatives
and innovative business models for digital transfor-
mation. One such initiative is the introduction of distrib-
uted ledger technology (DLT), which promises to support
Industry 4.0 and 5.0. Decentralized information systems
[7] developed with blockchain technology are secure and
transparent. Blockchain is attracting increasing attention
as a technology with a wide range of applications in vari-
ous fields [8]. This study aims to promote the implemen-
tation of blockchain technology for decision making to en-
sure the compliance of complex technical products in me-
chanical engineering at their life cycle (PLM) stages in de-
sign, manufacture and operation.

LITERATURE REVIEW

The works [9, 10, 11, 12] show that the management of a
complex technical product in PLM systems becomes more
open, which is often associated with crowdsourcing, and
the design process becomes more complex throughout its
life cycle, from the creation of an intangible concept to the
disposal of the product. Due to the large number and va-
riety of elements of complex products, managing infor-
mation is also a challenge. The paper [13] shows that ad-
ditional problems arise due to the need to exchange infor-
mation between participants. A product lifecycle manage-
ment process typically involves various participants from
different groups working together to process various in-
formation. Therefore, it is essential to effectively collect,
share and manage design-related information. From this

point of view, a proper Product Design Life Cycle Infor-
mation Model (PDLIM) [14] is essential to collect, share
and manage information. The level of complexity of a typ-
ical production system has increased due to the emer-
gence of more complex technologies (both in products
and in production systems) that require experience in sev-
eral areas to implement.

This article [15] investigates the hierarchy of the manufac-
turing system, which consists of a set of interrelated pro-
cesses aimed at converting information, knowledge, en-
ergy, materials, and other resources into value for the
consumer based on the principles of lean production.
Modern manufacturing systems are becoming more and
more complex to manage. The problems that need to be
solved are associated with a significant number of time-
varying parameters, large time delays, high non-linearity
of processes, and a complex relationship between input
and output parameters. Depending on the parameters of
internal components and characteristics of external con-
ditions, the state of manufacturing systems can change in
an unpredictable manner. The paper considers many
types of discrete states in which the system can be. The
estimation of the probability of finding the manufacturing
system in any of the given states was carried out using dis-
crete Markov analysis. The paper [16] considers the pos-
sibility of using distributed ledger technology (DLT) in PLM
systems at manufacturing enterprises. Potential benefits
of this approach include decentralization, openness and
interoperability of automation systems for manufacturing
enterprises [17, 18, 19].

Distributed Ledger Technology (DLT) is a digital ledger that
records all transactions that take place in an immutable
and decentralized way. It includes several components
(eg, hardware, software, protocol) that are developed and
managed by different groups of participants (Figure 2)
[20]. In the works [21, 22, 23], the blockchain is consid-
ered as a database stored in several places that maintains
ever-increasing records or "blocks" that are timestamped
and linked to the previous block in such a way that it can-
not be canceled due to the consensus algorithm, which is
used to “link” blocks to each other. The paper [24, 25, 26,
27] considers the prospect of application in the field of in-
tellectual production.
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Fig. 2 Structure of the production process maintenance system
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The key issues of this field, such as distributed collabora-
tive production, industrial big data sharing and security,
transparent logistics and supply chain, naturally align with
the core characteristics of blockchain technology. Fea-
tures such as traceability and data security, decentralized
consensus, and decentralized process execution make it
an important technology for smart manufacturing, espe-
cially in product lifecycle management (PLM) [28, 29, 30].
The paper [31] summarizes the key features of blockchain
in specific PLM scenarios. The application or potential ap-
plication of the blockchain in each section of PLM is stud-
ied in detail, both technical and non-technical problems of
applying the blockchain in PLM to achieve more efficient
applications are indicated. Blockchain technology has a
wide application in supply chains [32], which allows you
to quickly determine the place of origin of products, helps
to increase transparency, control and risk management in
achieving regulatory requirements, track deliveries, and
automatically take the resulting actions. The paper [33]
proposes a structured methodology for making important
technical design decisions to maximize the benefits of
blockchain systems in project management and presents
directions for new blockchain research. It is worth paying
attention to the synergy between blockchain and loT [34,
35, 36].

Companies face a number of challenges and issues when
considering implementing popular blockchain solutions
[37], in particular for managing complex technical prod-
ucts in PLM systems.

Blockchain consensus algorithms belong to the Byzantine
fault tolerance. There are many ways to achieve Byzantine
fault tolerance. In the blockchain space, there are also var-
ious consensus algorithms, each with different solutions
to the problem for optimal efficiency. This paper discusses
one of the ways to build a consensus algorithm for making
reasonable and optimal decisions at the stages of the life
cycle of complex technical systems, taking into account
the principles of lean manufacturing. The analysis of the
achievement of consensus in complex systems is based on
the use of the logic apparatus. The logical-probabilistic
method described in the works [38, 39] offers two stages:
writing the functions of the algebra of logic and its trans-
formation to one of the standard forms of transition to
substitution; substitution of all logical variables and oper-
ations and calculation of the desired probability. In this
paper, a new idea of the method is presented, which con-
sists in an additional stage of partial replacement of logi-
cal variables to reach consensus. The modification of the
logical-probabilistic method presented in [40, 41] makes
it possible to analyze the consensus of various blockchain
structures in some cases of much greater complexity than
the main methods [42], and to give satisfactory estimates
at intermediate stages of solving problems.

RESEARCH METHODOLOGY

We use the scientific hypothesis [43], which consists in the
fact that the life cycle processes of complex technical
products are implemented by complex multifunctional
and multicomponent systems that can include three

jointly acting components —a complex of technical means

(CTM), software (SW) and operational staff (OS). At the

same time, in order to consider issues regarding a certain

(j-th) function, a group of technical, software and ergatic

(human operator (or a group of operators)) elements in-

volved in the performance of this function is selected from

the composition of all elements of the system. This group
of parts forms the j-th functional subsystem (j-th FSS or

FSSj) of the system under consideration. It is this FSSj that

is subject to analysis when considering the characteristics

of the system in terms of the jth function it implements.

In the composition of the FSSj subsystem (as well as in the

composition of the system as a whole), in the general

case, three components can be distinguished (Figure 3):

— a group of technical means involved in the implemen-
tation of the j-th function (the j-th functional subsys-
tem of the CTM — FSScrwj);

— agroup of software tools involved in the implementa-
tion of the j-th function (the j-th functional subsystem
of software — FSSsw;j). Software means subsystems or
system elements consisting of computer programs, re-
lated procedures, documentation and data related to
the operation of the subsystem or element;

— ergatic support group (operational personnel) partici-
pating in the implementation of the j-th function (the
j-th functional subsystem of the OS — FSSos;).

On the basis of the role in the performance of a certain
function, the following are distinguished: functional sub-
systems; constructive subsystems can be distinguished by
design features; by information features — information
subsystems, etc. The analysis of the functioning of the sys-
tem is greatly simplified if its structure is constructed in
such a way that the subsystems distinguished by func-
tional and constructive features coincide.

Functional
subsystem (FSS)

Complex of

technical means &P i S

Data
Processing
Algorithm

Fig. 3 Functional subsystems at life cycle stages of complex
technical systems

Thus, the system of functions forms the characteristics of
the functional subsystems of the Xrss. By the levels of the
hierarchy, it is possible to determine the relationship be-
tween the set of functions (F) and the set of groups of
funds (FSctm, FSsw, FSos). The concept of lean manufactur-
ing covers all levels of the value stream, from the interac-
tion of organizations in the supply chain (interorganiza-
tional level 1) to the level of specific operations (level 4).

The functional system (FSS) is the general (node) of Byz-
antine stability (Figure 3). All nodes in the blockchain life
cycle network of a complex technical system must
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communicate with each other and find a way to reach
consensus, which leads to methods that we call consensus
algorithms. to achieve Byzantine fault tolerance, each
node (FSS) in the network must communicate with each
other.

The diagram (Figure 4) shows the transfer of information
from node to node along one of the ways to reach an
agreement.

Fig. 4 Distributed Ledger Technology Framework

The probability that node i is in consensus is p;, and the
arc connecting node i to node j is j — pij. In Byzantine fault
tolerance, pi and p; mean the probabilities of reaching a
consensus within a given time t. It is assumed that in each
element of the network there may be "refusals" from
reaching an agreement and failures of various nodes are
independent events. Under these assumptions, it is nec-
essary to find the probability that the network is in a state
of consensus at the moment of information transfer from
node n. The absence of some arcs is taken into account in
the final formula of a fully connected network by setting
pij=0.

Procedures for partial substitution in the transition from
a function of the algebra of logic to a mixed form of the
probability function and subsequent substitution of the
remaining logical variables are based on theorems from
the algebra of mixed forms.

Theorem. The algebra function of logic [44]:

FX) = [(Are, )" foX|[VE1(Njer, %) fixD], (1)
where:
X and Xi are vector arguments of logical functions F and f;,
respectively;
0; is a constant coefficient equal to O or 1;
x; is irreversible logical variables for all j € K = Ui, K;,
fi is logic algebra functions of an arbitrary form, is a form
of transition to substitution.
It corresponds to the mixed form of the probability func-
tion:

Pe = P(F(X) = 1) = P(fy, f, . ) = (1 —af ) -

@)
(1- e ™),

a;=(1—0;) b +0;- (1 —by,b; = [ljex,pi (3)
pj=P(x =1).

In formula (2), the operation of raising to a power is de-
fined as:a/ = afora/ = 1for f = 0.

Let's assign the variable x; to the node with number ij,
and the variable x;; to the arc and compose the logical
function of the network consensus using a recurrent pro-
cedure. For a network of one node (n = 1), the logical func-
tion f1 = x1. For a network of two nodes, due to the serial
connection of its FSS:
fo= %2 %21 X1 = X3 X1 " fr-
For network consensus of three nodes, it is enough that
there is one of two possible ways to reach an agreement.
Therefore, the network consensus logic function:
fs = x5+ (x31 VX33 - X3 " X31) " %1 = X3 - (%31 f1VX35 -
f2)-
For an arbitrary n, a path to reach an agreement (n, 1) is
possible, or one of the paths passing through the node
i=2,3,..n—-1,with which this node has a direct connec-
tion. It follows that the logical consensus function of the
network under consideration is:

fa=2xn" (xnl iV foV ---Vxn,n—l ' fn—l): (4)
where:
fi=xi-(xn fiVxi- oV Vxiog - fig),
. £ (5)
i=1n-1.

In formula (4), all logical variables with an index contain-
ing n are irrevocable. According to the theorem, this for-
mula is the form of the transition to substitution, and it
corresponds to the shifted form of the probability func-
tion:

P(fnzl):Pn(fl'---ifn—l): pn' (6)

(1 - ‘{L=1 qr{;)’ Gni =1 — ppi-

In formula (6), the logical variables included in the func-
tion f,,_; and containing n—1 in the index are irreversible.
Since the structure of formulas (4) and (5) is the same, we
find:

Pooy = P(fo1 = 1) =puoy - (1-TI2GLL, ), (7)
From formulas (10) and (11) according to the formula of
total probability, we obtain:

Po(fy s fne2) = Py By (fry s foc, D+ (1= Pry)
By(fi s fn-2,0) = D - [pn—l ' (1 - H?:_lz qii—l,i) ’
(1= Guner - T2 @2) + (Gnes + oo TSR 000 ) -
(1 - =2 af)].

Now composing the expression for the probability
P(f,_2 = 1) we will replace the logical variables with the

index n—2. Then:

Po(fi, s fn3) = P(fae = D Bi(fiy oos fn—2o D

+[1=P(fpz = D]

: Pn(fl: rfn—Sr 0)
After n substitution steps, the desired expanded form of
the probability function, which is a system of nested for-
mulas, will be obtained. The compactness of the notation
provides a quick result.

(8)

RESULTS AND DISCUSSION

As the initial data, the network structure, links between
randomly selected nodes, the availability factors of each
node and the direction of communication, and the path
selection algorithm are specified. It is assumed that the
path selection algorithm allows one to uniquely build a
priority series of paths between the selected nodes, and
therefore the latter can be considered as one of the ways
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to specify the algorithm. Acceptances of agreements in
the network are independent events. The transmission
time of the message is short compared to the time be-
tween adjacent changes in the state of the elements of
the chosen path, and therefore no new changes in the
state of the path occur during the transmission. It is nec-
essary to determine the probability of passing the trans-
mitted message through the node, arc or group of paths
of interest to us. In the stationary section of the network,
the same probability has the meaning of the share of all
messages passing through the given elements of the net-
work [45]. Consider an FSS network of n = 5. Network
agreement acceptance logic function:

fs =x5 (Xs1 " fiVxsz f2 VXsz 3V Xsa® f3), (9)
where:
fao = X4 (a1 1V Xaz " f2 VXas * f3),
f3=x3 (X310 fiVxs2 f2),
f2 =% %1 f1,
fi =x. o
Substituting x5, x5;, i = 1.4 by formula (6) we get:

Ps(fuforforf) = s~ (1= afh - aly - ady - a3),
Py(fy forf3) = pa- (1 - qﬁ ' quzz ' qu ’

P3(f1, f2) = p3- (1 - qgl1 ) quz ’ (10)
Py (f1) =p2- (1 - q?l ’
Pp=p;

At the second step, we replace x4, X41, X42, X43 and, ac-
cording to formula (8), we have:
A A £, f
P5(f1,f2,f3) = ps [(1 — 41" Ggy " qu) : (1 BCHRCES
f £,  f, f f
ds3 'qs4) “Pat (q4 +Pa g1 daz” qu) : (1 —qg - (11)
f, . f3
s 'qsa)]
After the third-fifth steps we finally find
Ps =P1'P5'{P2'P21'[pa'(l—Q31'Q3z)'[P4'
(1= q41° qa2"qa3) - (1 — qs1° G52 * q53 * Gs4) +
(G4 + Pa " qa1 Qaz* qaz) (1 — 51 G52 * Gs3) +
(@3 +D3°q31" 932" q33) * [Pa- (1 — Qa1 - Qa2) -
(1—qs1° G52 qsa) + (@4 t P4 Qa1 " qu2) - (L —q51+ (12)
g5+ (1= P2 P21) * [P3 P31 - [(1 — Qus  Guz) -
(1 —qs1° 953 qs4) " Pa+ (qa + s Qa1 Qaz)
(1—qs1°q52)1 + (g3 + P3 - q31) " [Pa " Paz - (1 — qs1
Gs4) + P51 (qa + pa- %1)]]]}
This network, in addition to nodes 5 and 1, contains thir-
teen more elements and it would be necessary to take
into account 23 = 8192 incompatible situations in the
enumeration of hypotheses. Orthogonalization and slicing
also lead to time-consuming procedures.

CONCLUSIONS

In this way, we have developed potential DLT
technologies for efficient and intelligent integration
solutions based on the principles of lean manufacturing.
In day-to-day manufacturing operations, blockchain can
be incredibly useful for managing assets and minimizing
production downtime. The modified logical-probabilistic
method makes it possible to analyze the probabilistic
characteristics of information networks of the life cycle of
complex technical products and, with partial notification
of switching nodes, which are functional half-systems,
take into account dynamic priorities when choosing a path

and multicast messages. As a result of partial substitution,
the so-called mixed form of the probability function
appears, which includes both probabilities and logical
variables. It simultaneously uses two systems of
operations: logical Boolean algebra and arithmetic. After
some transformations of the mixed form of the
probability function, the remaining logical variables are
gradually replaced to pass to the desired expanded form
of the probability function. Combined with predictive and
prescriptive analytics, loT-based blockchain technology
could eventually become the most automated and fail-
safe way to keep a plant running.
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