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MODELING THE CYBERSECURITY OF THE
SOCIO-ECONOMIC SYSTEM UNDER MARTIAL
LAW

ABSTRACT

Industry 5.0 is already gradually beginning to manifest itself in various aspects of our
lives. It is especially sensitive for ensuring socio-economic development. At the same
time, cyber threats are increasing, which have a negative impact on ensuring economic
security. That is why there is an urgent need to protect information in wartime condi-
tions. The main goal of the article is to determine ways to ensure the cyber security of
the socio-economic system under martial law. The object of the study is the cyber se-
curity system. As a result of the study, the author's model was presented for enabling
the provision of cyber security in wartime conditions. For this, a modern method of
modelling structural systems was applied. The practical and scientific significance of the
obtained research results can be presented in the form of an information model for
ensuring the cyber security of the socio-economic system under martial law. Innovative
elements of the obtained results are the presented processes of cybersecurity, which
allows to detail the key ideas of modelling. The research has limitations in the form of
taking into account only the features of ensuring cyber security of the socio-economic
system in the conditions of the military state of one country.

Keywords: martial law, security, cybersecurity, information, model, security, system,
socio-economic system

JEL Classification: K24, F52, K22, H56

INTRODUCTION

One of the main consequences of informatization, which arose during the formation of
the modern information age, was the emergence and rapid development of a new
sphere of confrontation between states - confrontation in cyberspace. If today between
the most militarily and economically developed states a strategic parity has developed
to some extent in weapons of mass destruction and conventional weapons, then the
question of parity in cyberspace remains open. And, as a result, for any state, security
in cyberspace (cybersecurity) has become the most acute problem in ensuring national
security.

Digitalization has become an objective reality in all areas of human activity. In today's
digitalized world, attacks on digital infrastructure are an integral part of the war, as they
have a destructive socio-economic impact, make it impossible to conduct an effective
confrontation and contribute to the depletion of resources. At the same time, the gen-
eration of threats in the digital sphere, as a rule, requires relatively insignificant costs
and is accompanied by minimal risks for the attacker, with a potentially significant
amount of damage caused. Therefore, the prediction of risks and real threats to eco-
nomic security in the digital sphere, preparation for them and timely response are up-
dated with an increase in the level of global tension, and escalation of existing conflicts
and within existing ones, including the russian invasion of Ukraine.

The continuous socio-technical development of the world economy, associated with a
new technological transition to the information age and the dominance of the service
market in developed countries, has made the digitalization process an integral part of
globalization. The digital infrastructure has united the world even more, has given net-
work access from one country to another, and has made the Internet global. Along with

224

DOI: 10.55643/fcaptp.3.50.2023.4075


https://fkd.net.ua/
https://www.fta.org.ua/
https://doi.org/10.55643/fcaptp.3.50.2023.4075
https://orcid.org/0000-0002-7263-6193
mailto:standigt32@gmail.com
https://orcid.org/0000-0001-9940-1418
https://orcid.org/0009-0009-2934-0408
https://orcid.org/0009-0004-6745-8550
https://orcid.org/0000-0002-9356-2103
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

FINANCIAL AND CREDIT ACTIVITY: PROBLEMS OF THEORY AND PRACTICE
Volume 3 (50), 2023

the benefits, cybercrime and cyberterrorism developed. All these crimes are committed by the anonymity of Internet
agents, including to increase the negative impact of transnational companies, destructive communities and the implemen-
tation of hostile actions at the geopolitical level, which constantly generates new risks and threats to the digital economy.

The task of cyber warfare is to achieve a specific goal in the economic, political, military and other sectors. At the same
time, an additional task is set to carry out a targeted influence on society and power with pre-prepared information.
Therefore, cyber warfare is also psychological and one of the types of information warfare in cyberspace. After all, com-
puter technology and the Internet are used all over the world not only in the daily lives of people but also in enterprises
and government agencies. Manipulation of data received from the above institutions creates a threat to the national
security of the state. Therefore, cybersecurity is an integral part of protecting national security in this confrontation.

The development of international cooperation in the direction of strengthening the cyber resilience of Ukraine is a priority
task in order to prevent global information threats, ensure a high level of quality in the investigation of cybercrimes, arrest
and prosecute malicious agents, and overcome cybersecurity problems. At the same time, there are areas in the field of
cybersecurity that negatively affect Ukraine's position in these ratings and need to be improved. In particular, the low level
of contribution to global cybersecurity to date, the insufficient level of protection of digital services, and the underdeveloped
direction of military cyber operations. It should be noted that since the beginning of 2022, active work has been carried
out on all the noted problematic aspects: Ukraine has become an active participant in international cooperation in the field
of cybersecurity; there is a process of forming a cyber-troop [14] responsible for information security, protection of critical
infrastructure and intelligence.

LITERATURE REVIEW

It is not uncommon to find in the leading literature the thesis that society is transforming into a cyber society. As noted
by Hadlington, (2017) [1], Mouheb, Abbas, Merabti, (2019) [2], Fakiha, (2021), Shtangret, et. al., (2021) [4], the Internet
is becoming a part of everyday life, penetrating into all spheres of the economy, education, culture, science, public and
private life. This is not only technology but also a way of organizing relationships between people. Communication built
on the personal participation of everyone in the creation, storage and distribution of content allows you to better realize
your personal potential from all points of view. On the one hand, these are new prospects for entrepreneurship and the
development of civil society, and on the other hand, they are a temptation for potential criminals, terrorists and politicians
who think in terms of wars and conflicts. Cyberspace provides the best opportunities for personal development, business
projects and social progress. But under these conditions, competition among market participants and in the international
arena is also intensifying.

As noted by Kryshtanoyvch et.al., (2023) [5], and Weru, et.al., (2017) [6] today there is a transition of the information
society to its highest socio-economic phase - the so-called knowledge-oriented society, in which more than half of the
world's gross product is produced with the help of intelligent information technologies. At the same time, the latest scientific
and technological achievements in the information industry are becoming available to a criminal group, as evidenced by
the rapid increase in cyber threats aimed at unauthorized access to information resources of government agencies, busi-
nesses and individuals. Information security is becoming an important component of the functional efficiency of the infor-
mation and telecommunication system. At the same time, one should be aware that since organized cybercriminals are
proficient in modern hardware and software of information and communication technologies, the main ways to neutralize
their criminal activities are the development and use of new promising intelligent information analysis technologies in
integrated information security systems data (Kryshtanoyvch, et.al., (2021) [7]; Sylkin, et. al., (2021) [8]).

Also, in the literature it is noted by Sylkin, et. al. (2021) [9]; Musman, Turner, (2018) [10]; Martinez, Duran, (2021) [11];
Gorbieiev, et.al. (2021) [12] that the development of information and communication technologies, determined by the
growth of traffic and the need of consumers for the emergence of new services, leads to the need for constant growth
and modernization of telecommunication systems and networks. In recent years, video information services such as video
telephony, video conferencing, broadcasting of television programs, and video on demand have become the most in
demand. A feature of video traffic is large amounts of transmitted data, sensitivity to delay time and packet loss during
transmission over a communication channel. Taking into account these requirements, it is necessary to pay special atten-
tion to the quality of the services provided, which is ensured in telecommunication networks using the QoS service. How-
ever, it is used only from the standpoint of adjusting the parameters of the transport network to a given category of quality
of the transmitted traffic, which can lead to errors or data transmission losses. Therefore, in order to improve the quality
of the video information service, it is necessary to additionally control the conditions for matching the source bit rate with
respect to the communication channel bandwidth. The most promising methods for reducing the intensity are special
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mechanisms for controlling the parameters of video frame processing, which make it possible to flexibly adjust the source
bit rate to the current parameters of the telecommunications network.

The simultaneous influence of these two factors creates the phenomenon of digital globalization (Chowdhur, et.al., (2022)
[13]; Carlin (2016) [14]; Rodrihues, et.al., (2022) [15]). But, in addition to economic and scientific development, acceler-
ating financial transactions and stimulating human development, it contributes to the creation of new methods and tech-
nologies for the destruction of real and digital infrastructure, technological espionage, interference in elections, the spread
of destructive ideas and real "Fake news" threats to the economic security of the states in the digital sphere. Thus, digital
globalization has transferred wars and conflicts to a new plane, has become a source of new tools to influence the economy
and the political environment in a war, and risks and threats in the information space significantly undermine the defence
capability of countries. Cyberterrorism, including interstate terrorism, is one of the most dangerous risks to the economic
security of the state since it is an effective modern tool for waging wars and defending geopolitical interests (Shakhatreh,
(2023) [16]; Al Azzam, (2019) [17]; Saleh, et. al., (2020) [18]; Kryshtanovych, et.al., (2021) [19]; Sylkin, et. al., (2020)
[20]).

AIMS AND OBIJECTIVES

The main purpose of the article is to determine ways to ensure the cybersecurity of the socio-economic system under
martial law. The object of the study is the cybersecurity system. At the same time, the scientific task is to form a model
for ensuring the cybersecurity of the socio-economic system under martial law.

METHODS

The essence of data flow modelling in the design of complex socio-economic systems in the framework of cybersecurity is
the creation of so-called data flow diagrams. Below we will use the generally recognized abbreviation DFD, which comes
from the English term Data Flow Diagram. These schemes reflect the ways in which information flows and transforms
within the framework of cybersecurity.

DFD for cybersecurity is a simple but robust graphical tool that is quite adaptable to the needs of system designers and
users. DFD depicts cybersecurity in terms of data movement in the system. At the same time, it is possible, within the
framework of ensuring cybersecurity, to refine the display by revealing the features of the system at several levels of the
hierarchy. A set of diagrams is accompanied by more detailed information, which is completed through special documen-
tation. A hierarchical set of diagrams together with a set of documents is called a data flow model.

The model is based on processes presented in the form of blocks (Figure 1).

Basic structure of DFD

DATA
WAREHOUSE USER

Input Output

PROCESSING

Figure 1. The essence of the block modelling system.

The data flow modelling methodology outlined below provides a fairly simple way to model the functional components of
cybersecurity both at the stage of survey and analysis of system requirements and at the initial stages of developing new
design solutions.
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RESULTS

understanding of the basic and basic postulates of safe use of the network will increase the stability of the cybersecurity
system of Ukraine. The main mistakes of users are the provision of personal data to a third party since they are often used
to send viral advertising, and the main danger is that data about a person is used for illegal and dubious operations,
namely, opening secret enterprises, money laundering, taking loans and other crimes.

Further development of the system for protecting cyberspace from cyber attacks depends on the level of interaction
between the interested parties: the state, citizens, scientific and technical systems, and private households and consists
in the development of the latest information and communication technologies, legislative and regulatory framework, and
a system for educating the population in the safe use of cyberspace. This issue is relevant because a new concept comes
into play - “cyber warfare”, in its own way showing the use of the Internet, technical and information means by any
aggressor country, the purpose of which is to cause harm to the economic, political, technical, military and information
security and sovereignty of our state.

In 2022, the damage from cyber-attacks increased to USD 4.2-6 trillion (Figure 2). It is predicted that in 2025 the volume
of financial losses from cybercrime will be USD 10.5 trillion.
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Figure 2. Global financial losses from cyber attacks in 2017-2022, USD billion.

The digitalization of the economy creates many advantages: it accelerates the turnover of financial assets, lowers thresh-
olds and barriers to entering a business, reduces the level of all types of costs through automation and access to the global
labour market, creates new jobs, etc. The prerequisites for the emergence of these benefits of digitalization can be deter-
mined by the high profitability of IT, with low costs and small investments in tangible assets, which can be interrupted in
the event of external shocks. What is important is flexibility and the ability to work for the domestic market, covering the
demand of the national economy for software, and infrastructure, and selling the surplus outside, without significant costs
for the delivery of services or goods, which is a source of foreign exchange earnings and has a positive impact on the
purchasing margin. In general, the digitalization of the economy speeds up financial transactions, asset turnover, frees up
funds and resources, promotes the direction of investments in high-risk and high-return start-up projects that help curb
the decline of the national economy and maintain a sufficient level of economic security of the state in a war.

It should be noted that during the year of the war, the largest cyber attacks in Ukraine were in the transport and energy
sectors. This also applies to the central authorities and the economy (Figure 3).

Social sphere; 3%
Economic sphere; 13%

~

Transport sector; 37%

Energy sector; 16%

Central authorities; 31%

Figure 3. Spheres of cyberattacks during the full-scale war in Ukraine.
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Thanks to globalization and the majority of programs available, the blocks do not require implementation at high financial
costs. Everything can happen within the existing budget of the Ministry of Digital Policy. The proposed modelling method
is designed to integrate new processes into the digital space. At the beginning of the modelling, we will present the main
blocks for achieving the goal of the model: information support for cybersecurity under martial law (Figure 4).

Data verification Implementation o BGP Introduction of ARTEMIS Implementation of the BGPmon
technology service
D1 D2 D3 | [ D4 |

Information support for cybersecurity under martial law

Figure 4. The main blocks for achieving the goal of the model.

Next, with the definition of key blocks, the model itself should be presented. The simulation process is unique and requires
appropriate software. Skipping intermediate calculations, we note that through vector programs, each block goes through
several stages of the so-called "detailing" in which all the necessary context elements are selected. Further, it combines
into one integral system model. As a final result, we will present the basic model of ensuring cybersecurity within the
framework of martial law (Figure 5).

Cyber activity and information of the sodo-economic system

Resource Resource Resource Resource Resource
support support support support support
Resource
database
v

Result D1 Result D2 Result D3 Result D4

Impact of
the result

Impact of
the result

Impact of

Database the result

Database Database Database

Introduction of
ARTEMIS

Implementation of BGP
technology

Implementation of the

Data verification BGPmon service

The result of The result of The result of The result of
the process the process the process the process
Verification BGP ARTEMIS BGPmon
database database database database
Using the D1 Using the D2 Using the D3 Using the D4
database database database database

Information support for cybersecurity under martial law

Figure 5. The basic model of ensuring cybersecurity within the framework of martial law.

The key blocks of this model are: D1 (Data verification), D2 (Implementation of BGP technology), D3 (Introduction of
ARTEMIS) and D4 (Implementation of the BGPmon service).

D1. Data verification. For IP, which provides network layer connectivity to the Internet, it is important that each connected
device must have a unique address, so it is important that the allocation of IP addresses is carefully recorded to avoid
conflicts. The purpose of the Internet Routing Registry (IRR) is to ensure that network operators share up-to-date routing
information and thus contribute to the stability and integrity of Internet routing as a whole. The IRR consists of several
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databases where operators publish their own routing policies and announcements so that other operators can build their
input and output filters based on the IRR data. With the help of IRR, the topology of the Internet has become more visible.
The essence of IRR is as follows: network operators register their routing policy in the database, namely with whom and
how the network interacts, and network set-top boxes that the network uses and announces on the Internet. The formal
RPSL language is used to describe policies. There is also a programming toolkit, the most famous of which is IRRToolset,
which allows you to automate the configuration of the provider's routing according to IRR data.

D2. Implementation of BGP technology. A technology called "peer lock" (Peer Lock) proposed the construction of BGP
peering with the fixation of relations between all neighbouring ASs through the "client-provider" or "neighbour-neighbour"
relations. These relationships had to be enforced through administratively defined BGP message filters to protect a partic-
ular BGP system from the situation where a "client" or "neighbours" advertise routes to large stubs that they don't really
care about. Peer Lock has obvious drawbacks - it is an inflexible administrative interaction mechanism, the impossibility of
verifying the declared data, the lack of influence on routes that do not pass through the "defender", and the impossibility
of countering prefix capture due to illegitimate source replacement.

D3. Introduction of ARTEMIS. ARTEMIS (from Automatic and Real-Time Detection and Mitigation System) is open-source
software that provides the following services to the operating network that deploys it: — monitoring of route updates Real-
time BGP using streaming data from special services that collect route data from a distributed network of "sensors"; —
Accurate and comprehensive detection of BGP prefix hijacking attacks within seconds of their initiation.

D4. Implementation of the BGPmon service. The BGPmon service monitors the status of routes to the specified prefix on
an ongoing basis. The service has an official website at www.bgpmon.com and is currently owned by Cisco. Even before
the change of ownership, the service used hundreds of route observation points around the world. The principle of oper-
ation of BGPmon is as follows. Once a network prefix is registered with BGPmon, it will be monitored from more than one
hundred locations around the world, allowing for regional events to be detected that may not be detected by a single-
point monitoring system. Monitoring concerns route hijacking, prefix hijacking, prefix de-aggregation, route source change,
or any other violation of the routing policy. The BGPmon web interface allows the user to prioritize each type of alert and
message. Information about the notification is displayed in the graphical interface on the map for the regional binding of
the detected incident.

It should be noted that the difference between our study and similar ones is that the modelling process takes into account
the special conditions for the introduction of cyber warfare and the fact that the proposed cyber defence measures have
a powerful security system and are aimed exclusively at mass cyber-attacks.

The model is not a "universal" solution in the framework of cybersecurity, but it involves the use of modern and very
strong software measures to counter mass cyber-attacks. That is why the model should be applied already now in such
areas as transport, economic and state management. Even though the results of the implementation of the model are not
significant, the programs that will be involved will provide some experience for further advances.

The main risks and threats to the economic security of Ukraine in the digital sphere in war conditions are the use of cyber
attacks by the enemy for economic, political and military intelligence; destruction of critical infrastructure facilities using
digital technologies; obstruction of the activities of state and commercial enterprises, institutions, organizations; spreading
fake news to destabilize society. With the growing level of digitalization of the economy, the priority of countering cyber
threats is indisputable. Therefore, the digitalization of the economy should be accompanied by a proportional increase in
security measures: data protection, risk diversification, training of specialists and dissemination of media literacy. At the
same time, the growing budget spending on security measures, which are of key importance in war, creates new risks and
challenges for the economic security of the state in the financial sector. That is why there is a need for further research
and forecasting of the impact of real threats in the digital sphere on all components of the socio-economic security of the
state. The use of digital space in real armed conflicts requires the formation of a methodology for identifying and assessing
a new type of digital threat, which is the fundamental basis of state cybersecurity.

Given the achievements of Ukraine in cyberspace, it is legitimate to define it as an equal participant in the international
arena in the field of cybersecurity. Promising tasks should be the further improvement of information protection systems
for critical infrastructure facilities based on the best world practices, as well as the coordination of actions with international
organizations to counter threats associated with the development of the digital economy and the information society.
Building an effective cybersecurity system in terms of a comprehensive response to cyber threats will contribute to the
formation of a preventive mechanism for countering threats and their containment, a proactive response to dynamic
changes taking place in cyberspace.
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DISCUSSION

Separately, it should be noted the discussion that the indispensable attributes of modern globalization processes are rapid
scientific and technological progress: the digitalization of social relations, the exit of mankind into cyberspace, and the
penetration of the virtual world into all spheres of life. In the final version, all of the above form the endless and diverse
possibilities of the modern development of the information society. However, along with the development of progressive
components, technological progress stimulates the emergence of new challenges and individual threats, including the
balance of safe and secure interests at the national and international levels. In recent years, threats of violating the
interests of people, the state itself and humanity in general in cyberspace have moved from potential and hypothetical to
quite real ones. So countering their spread has become a priority at the national level of governments and the international
community.

It should be noted that since the beginning of the war in Ukraine, an unofficial public movement of cyber resistance to the
enemy, the so-called "Cyber Army", has become more active. Ordinary people, along with IT professionals, deal a crushing
blow by attacking the enemy in cyberspace, causing damage to him and frustrating plans.

1. Try to study and actively analyze cyber defence weaknesses in order to strengthen them daily. Hackers always do a
lot of intelligence operations in Ukraine. In this way, they find the weakest points in the defence of our companies
and take advantage of this to attack by hitting them. There has never been and never is a 100% secure system. It
should be noted that the less the evil of any system costs fraudsters, the higher their motivation will be.

2. Those in the cyber risk zone should continuously monitor the relevant messages on various official resources of the
State Service for Special Communications and CERT-UA. These bodies are the first to publish official warnings not
only about possible cyber threats but also about how to minimize their risks.

3. You must always remember about the safety of the system, which depends specifically and exactly on each employee.
Hackers are able to attack a company or institution and through employees of various companies and institutions,
steal their data. The military, as well as all statesmen, are in particular danger. These categories of people should
definitely get used to cyber hygiene and accept it as the norm of everyday life, so as not to deal with serious
consequences in the event of attacks.

4.  For those hackers who carry out dangerous and daily cyber attacks on enemies and are engaged in a bag hunting
with a clear plan to improve and strengthen Ukrainian cybersecurity in wartime conditions, in order to avoid unre-
solved problems with the law enforcement service, you need to be fully prepared to prove that their activities are in
line with the interests of Ukraine.

It should be noted that a mega-effective and qualified counteraction to threats to national security in the cyber sphere
becomes real only under a certain condition for the integrated use of the entire arsenal of legal means to best ensure
cybersecurity. This applies to clauses that apply to all structured elements of public administration and at all stages of
information circulation. We can safely say that the best effect lies in the full interaction of the subjects of ensuring the
cybersecurity of Ukraine. the national security of Ukraine.

At the same time, digitalization in Ukraine creates additional reserves for the financial stability of the national economy in
a war. It is worth noting that even before the war, the financial security of Ukraine was in a limited state with a significant
level of risks and threats, as well as some positive trends in general, so the crisis was caused by COVID-19 and the war
hit a weak economy. Thus, in the overall structure of Ukraine's exports, a third is the export of IT services, which in 2021
accounted for about 36% along with the agro-industrial complex and the raw materials industry. At the same time, further
development of the digital sector of the national economy of Ukraine during the war is envisaged, because it contributes
to the inflow of currency into the country and an increase in economic activity in a turbulent period. In addition, the
development of the digital sphere also contributed to the formation of a significant source of financial support for the
economic security of Ukraine in the conditions of war through the accumulation of crypto resources, the help of crypto
investors and crypto exchanges.

Discussing our research results, we should highlight their innovativeness. The innovative elements of the obtained results
are the presented processes in the form of blocks for ensuring the cybersecurity of the socio-economic system in a state
of martial law.
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CONCLUSIONS

One of the main instruments of politics, international politics, in particular, is information. Distortion of information height-
ens tension, especially in times of war, and alters the perception of facts to suit the preferences of the actors seeking to
influence. It should be noted that advances in the field of digital media, and the abolition of information borders, leave
countries open and vulnerable to interference in their political and information space by other states. The information
space affects economic, political and cultural processes, the development of military affairs and technology. With the
accelerated transition to digital control systems, the threat of cybersecurity has increased, because Ukraine has always
been among the strategic goals of russia's foreign policy among other countries, so we strive to ensure cybersecurity.
Cybersecurity in a war is of particular importance since today it is almost impossible to imagine a single object of techno-
logical infrastructure that would not be equipped with various software systems, many of which have access to the Internet,
which carries serious risks. Cyberattacks can be used as an auxiliary tool in the framework of information warfare, with
the aim of cracking classified data and publishing it, or “throwing in” fake information, including with reference to sources
that inspire confidence. All this makes us look at the problem of cybersecurity in a new way, especially when it comes to
dangerous objects or life support systems. Threats in cyberspace are the most serious for the national security of Ukraine.
Cybersecurity is now a key issue in economic, political, social and military aspects. However, it remains a less understood
and underestimated threat. Therefore, it should be understood that cyberspace is currently the most important theatre of
warfare. The struggle for cyber dominance - and therefore the ability to withstand cyber-attacks - means a new era of
military relations that will significantly change the nature and structure of the military. It should also be noted that cyber-
security cannot be achieved at the state level. It needs to integrate the efforts of both the private sector and enterprises,
international coordination and cooperation on an unprecedented scale.

Since the beginning of the full-scale invasion, the russian-Ukrainian war has demonstrated that the cyberattacks of the
aggressor coincide with military actions, that is the capture or destruction of critical infrastructure. Note that russia has
used hacking campaigns to support its full-scale attack on Ukraine, combining malware with missiles in several attacks,
including on television stations and government institutions. We believe that the training of relevant specialists in our case
in the military, political, and industrial spheres plays an important role in creating an effective cybersecurity system, be-
cause one of the main problems in ensuring cybersecurity in Ukraine is insufficient professionalism - even with advanced
technologies, the country still lacks appropriate specialists. Given the situation in Ukraine, it is difficult to resist the cyberat-
tacks that russia is using. Thus, thanks to the vigorous activity of pro-European forces and with the constructive support
of external players, Ukraine manages to resist the russian federation.

As a result, a modern information model for ensuring the cybersecurity of the socio-economic system under martial law
has been obtained. The study is limited by taking into account only the features of ensuring the cybersecurity of the socio-
economic system in the conditions of the martial law of one country. Prospects for further research should be devoted to
ensuring the cybersecurity of the socio-economic system in the post-war period.
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MOAENNIIOBAHHA 3ABE3MNEYEHHSA KIBEPBE3MNEKN COL{IAJIbHO-EKOHOMIYHOI CUCTEMM B
YMOBAX BOEHHOIO CTAHY

IHgycTpis 5.0 y)xe NOCTYNoOBO MOYMHAE MPOSIBASITUCA B Pi3HUX acnekTax Haworo XutTts. OcobnmBo YyT/IMBOK BOHA € B
3abe3neyeHHi coLlianbHO-eKOHOMIYHOMO PO3BMTKY. Pa3oM i3 UMM MOCUIIIOIOTLCA Kibep3arposu, siki MatoTb HeraTUBHWIA
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BNIMB Ha 3abe3neyeHHs eKOHOMiYHOi 6e3nekn. CaMe TOMYy BMHWMKAE HaranbHa notpeba 3axucTy iHpopmauii B ymMoBax
BilHW. OCHOBHOIO METOI pPobOTY € BU3HAYEHHS LUNSAXiB 3abe3neveHHs kibepbe3neku couianbHO-eKOHOMIYHOI cucTeMn B
YMOBax BOEHHOro CTaHy. O6'ekToM JocnifxeHHs € cucteMa 3abe3neuyeHHs kibepbesneku. SIK pe3ynbTaT AOCHIMKEHHS
npeacTaB/ieHo aBTOPCbKY Mogenb 3abe3neyeHHs kibepbesneku B yMoBax BiliHW. [Ins LbOro 3aCTOCOBAHO Cy4acHWi MeTof
MOAENIOBaHHSI CTPYKTYPHUX CUCTEM. MPaKTUYHY 1 HAaYKOBY 3HAUMMICTb OTPUMAHKUX Pe3ynbTaTiB AOCNIMKEHHS MOXHa npes-
CTaBWUTW Y BUINA4i iHopMaLiiHoi Mogeni 3abesneyeHHs Kibepbesnekn couianbHO-EKOHOMIYHOI CUCTEMM B YMOBAX BOEH-
HOro cTaHy. IHHOBaUiHMMKM enemMeHTaMn OTpUMaHUX pe3ynbTaTiB € NpeacTaBneHi npoueck 3abesneyeHHs Kibepbesneku,
Lo Ja€ 3MOry AeTanisyBaTu K/OYO0BI iaei MogentoBaHHs. JocnifXeHHs MaE 0OMeXeHHSs Y BUrNsAi BpaxyBaHHS NnLLe 0Co-
6nmBocTel 3abesneyeHHs Kibepbesneku coLjianbHO-eKOHOMIYHOI CUCTEMU B YMOBAX BOEHHOMO CTaHy OAHIEl KpaiHu.

KnrouoBi cnoBa: BoeHHUWIW CTaH, 6e3neka, Kibepbesneka, iHdopMalisa, moaenb, 3abe3nedyeHHs 6e3nekun, cUcTeMa,
coLianbHO-eKOHOMIYHa cncTeMa
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