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In this work, modifications of the method for the detection and location of cloned regions
were developed to improve the detection accuracy. Based on the results of experiments and
observations performed, we proposed the block types which provide the highest accuracy of
detection, with the accuracy assessed by the ratio of area of detected cloned region to actual
area of cloned region.
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Introduction

Digital images (DI) used in the printed media, medicine, science, forensic proceedings,
etc., are of primary importance in cyberspace. Currently, various falsifications of digital
images performed with graphics editors such as Adobe Photoshop, GIMP, etc., are very
common. Digital falsification has become widespread due to the simplicity of use of these
graphics editors. Cloning is one of the commonest methods used for falsification of digital
images, because it is easily implemented and hardly detected due to the fact that the cloned
region is a part of the digital image subjected to falsification. When being embedded into an
original image, a cloned region (clone) may have an arbitrary (nonrectangular) shape ensuring
its visual inconspicuousness. Therefore, the development of methods for the detection and
location of cloned regions to improve the detection accuracy is of current importance.

Statement of the problem and purpose of the study

To create a cloned region with graphics editors such as Adobe Photoshop and GIMP,
one can use Rectangular Marquee Tool, Lasso Tool, Clone Stamp Tool, etc. For improved
visual embedding of cloned regions, Eraser Tool and Blur Tool can be used. All the tools
mentioned make it possible to create a cloned region of an arbitrary (irregular) shape.

In[1, 2], a method has been developed to detect and locate cloned regions; with the first
stage of that method, a digital image is divided into a set of standard-shape overlapping
blocks. For the purpose of methodology, a standard block means a square-shape block of any
size. The results of experiments have shown that the use of standard blocks does not make it
possible to accurately estimate the dimensions and determine the location (shape) of detected
falsification regions.

The Purpose of the study was to develop modifications of the method for the detection
and location of cloned regions in order to improve the detection accuracy.

The detection accuracy was assessed by the percentage ratio of the area of detected
cloned region to the actual area of cloned region. The actual area of cloned region was
determined as the difference between the original image and the falsified image. The area was
measured in pixels.
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To accomplish the purpose of the work, the following problems were to be solved:

= to find the ways to improve the accuracy of detection of a cloned region,

» to modify the method for the detection and location of cloned regions in order to use
the adaptive subdivision of the blocks,

» to modify the method for the detection and location of cloned regions in order to use
non-standard blocks within the detection process, and

= to analyze the efficiency of the algorithms developed based on the accuracy of
detection of cloned regions.

The ways to improve the accuracy of detection of a cloned region

We assume that there is a digital image /(m,n) with brightness matrix Y . Briefly, the
procedure of the method for the detection and location of cloned regions in a DI is as follows
[1,2].

1. Divide the brightness matrix ¥ of a DI into pxp overlapping blocks

C={c,c,,...,c}, Ucl. =Y, (here each block ¢, is obtained by a single-pixel right shift, left
i=1
shift, down-shift or up-shift of block ¢, ,).
2. For each pair of blocks c,, ¢ i=L..,s, j=itl...s calculate the proximity
measure 6 = Metrica(c;,c;).
3. Analyze the values of proximity measure & to determine the pairs of blocks ¢, ¢,

belonging to cloned regions and to a clone prototype.

Square blocks of any size may be used to detect clones with the method proposed
(hereinafter referred to as a “basic method”). The results obtained from the computational
experiments proved that 8 x8 blocks are the most efficient for the detection of cloned regions.
Although the use of 4 x4 blocks may improve the accuracy of located cloned regions, it may
also result in appearance of false-positive blocks (Fig. 1).

C

Figure 1. An example of appearance of false-positive blocks: a — original image, b — falsified
image, ¢ — result of the use of 4 x4 blocks for the detection of cloned regions (here 1 denotes
false-positive blocks)
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Therefore, the method presented operates with square-shape blocks of size px p, and
this size remains unchanged during the procedure of the method. These features make the
basic method non-effective in accuracy of detecting cloned regions.

Hence, the main ways to improve the accuracy of detection of cloned regions are as
follows:

1.  To use the non-square blocks;

2. To use different block sizes during the detection of cloned regions.

Method for the detection and location of cloned regions using the adaptive subdivision of
the blocks

Although in the detection of cloned regions, the use of 4x4 blocks provides for the
improvement in detection accuracy, it is reasonable to use this block size not for the entire
digital image, but for the potentially falsified regions only.

Let us modify the basic method for the detection and location of cloned regions in a DI
in the following way: if detected, the potentially falsified regions are divided into blocks of a
smaller size, and the basic method is applied to the blocks newly obtained for the detection of
cloned regions.

Briefly, the procedure of the method for the detection and location of cloned regions in
a DI using the adaptive subdivision of the blocks is as follows.

1.  Divide the brightness matrix Y of a DI into pxp overlapping blocks

C={c,c,,....C.}, Ucl. =Y, (here each block c, is obtained by a single-pixel right shift, left
i=l
shift, down-shift or up-shift of block ¢, ;).
2. For each pair of blocks CrCi=1.8, j=i+]1,....s calculate the proximity
measure 6 = Metrica(c,,c;).
3. Analyze the value of proximity measure & to determine the pairs of blocks ¢, ¢,

suspected for belonging to cloned regions and to a clone prototype.
4.  Ifthe potentially falsified blocks are found,

4.1. divide pairs of blocks c;,c; into blocks of a smaller size, C' ={c|,c},...,c}}

d d
J— fnd i J i J_
and C’ ={c¢/,c;,...,c}}, Ucn =c, Ucm =c;,
n=1

m=1

4.2. calculate the proximity measure 5" = Metrica(c!, c!), and
4.3. analyze the value of proximity measure 6’ to determine pairs of blocks ¢, and

¢} suspected for belonging to cloned regions and to a clone prototype.

Figure 2 shows an example of the results of application of the method for the detection
and location of cloned regions in a DI using the adaptive subdivision of the blocks.

Method for the detection and location of cloned regions using non-standard blocks

Let us consider the use of blocks of non-standard shape (such as triangular blocks and
blocks of complex shape) for the detection of cloned blocks.

In [3, 4], the procedure of obtaining triangular-shaped blocks has been discussed in
detail. During the experiment, we found the subdivision into triangular blocks that provides
higher accuracy of detection with respect to other subdivisions (Fig. 3a).

To obtain blocks of complex shape, let us use square blocks (e.g., 16 x16 blocks), and
divide them into 4 x4 blocks. Grouping of 4 x4 blocks in a subblock determines the division
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of a square-shape block into blocks of complex shape. The computational experiment
determined the divisions of blocks of complex shape that provide the highest accuracy of
detection with respect to other blocks of complex shape (Fig. 3b).

a b c d

Figure 2. Results of the application of the method for the detection and location of cloned
regions using the adaptive subdivision of the blocks: a — original image, b — falsified image, ¢
—use of 16x16 blocks without the adaptive subdivision, d — use of 16x16 blocks with the
adaptive subdivision

Figure 3. DI matrix blocks that provide the highest accuracy of detection of a cloned region: a
— blocks of triangular shape, b — blocks of complex shape.

Let us modify the basic method for the detection and location of cloned regions in a DI
in order to use non-standard blocks while detecting the clones.

Briefly, the procedure of the method for the detection and location of cloned regions in
a DI using the non-standard blocks is as follows.

1. Divide the brightness matrix Y of a DI into pxp overlapping blocks

C={c,c,,...,c}, Ucl. =Y, (here each block ¢, is obtained by a single-pixel right shift, left
i=1
shift, down-shift or up-shift of block ¢, ,).
2. For a block pair considered, c,, ¢,,i=l...s, j=i+l,...,s, obtain non-standard
subdivisions ¢ and ¢/, respectively, where r is a subdivision number. For each subdivision:
3. Calculate the proximity measure & = Metrica(c;,c}).

4. Analyze the value of proximity measure & .to determine pairs of blocks ¢; and ¢}

suspected for belonging to cloned regions and to a clone prototype.

Analysis of the efficiency of the methods developed

A computational experiment was performed to analyze the efficiency of the methods
developed based on the accuracy of detection of cloned regions. Within the experiment, the
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size of a cloned region was arbitrarily selected depending on the specific image, and
irrespective of the size of subdivision blocks used in experiments.

All digital images had the varying depth resolution of the space depicted, and were
subjected to falsification and postprocessing by means of Adobe Photoshop and GIMP.
Original digital images had various compression ratios corresponding to quality Q setting 4 to
10 in Adobe Photoshop. After application of cloning technology, the falsified digital images
obtained were saved using lossless BMP format. The cloned region boundary was subjected
to blurring.

The experiment made it possible to obtain the following:

= digital images containing the cloned region detected with the use of non-standard
blocks and the adaptive subdivision (Fig. 4),

= ratios of area of detected cloned region to actual area of cloned region for different
block types and for the adaptive subdivision (Table 1), and

= detection of cloned regions if they failed to be detected with blocks of square shape

(Fig. 5).

d e f g

Figure 4. Results of the application of the method of detection of cloned regions using the
blocks of non-standard shape and the adaptive subdivision of blocks: a — original image, b —
falsified image, ¢ — cloned region, d — use of 16x16 blocks of square shape, e — use of
16 x16 blocks of triangular shape, f — use of 16 x16 blocks of complex shape, g — use of the
adaptive subdivision of 16 x16 blocks

Table 1.
Accuracy of the detection of a cloned region with blurred boundaries using the blocks of
various types of subdivision and adaptively subdivided blocks

Percentage ratios of area of detected cloned region to
Types of subdivision actual area of cloned region
Max. Min. Average
Blocks of square shape 56.63 8.58 29.07
Blocks of triangular shape 68.25 23.95 43.51
Blocks of complex shape 73.73 43.28 55.40
Adaptively subdivided blocks 65.00 35.20 53.02
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d e f

Figure 5. Results of the detection of cloned regions: a — original image, b — falsified image, c
— cloned region, d — use of 16x16 blocks of square shape, ¢ — use of 16x16 blocks of
triangular shape, f— use of 16 x 16 blocks of complex shape

The results presented in Table 1 indicate that blocks of complex shape and adaptively
subdivided blocks provide higher accuracy than those of square shape and triangular shape. If
blocks of triangular shape, complex shape or adaptively subdivided blocks are used in the
method for the detection and location of cloned regions, than the percentage ratio of area of
detected cloned region to actual area of cloned region increases 1.5 times, 1.91 times and 1.82
times, respectively, compared with the use of standard subdivision.

Conclusions

The ways of modifying the basic method for the detection and location of cloned
regions were found to improve the accuracy of detection of a cloned region.

By modifying the basic method, the following two methods were developed: the method
for the detection and location of cloned regions using adaptively subdivided blocks, and the
method for the detection and location of cloned regions using blocks of non-standard shape.

The efficiency of the algorithms developed was analyzed based on the accuracy of
detection of cloned regions. The analysis has shown that the use of blocks of complex shape
and adaptively subdivided blocks is more effective.

References

1. Jle6eneBa, E.}O. HccrnemoBaHne METPUK HCIONB3YEMbIX TPH OOHAPY)KEHUW KIOHHPOBAHHBIX
Y4acTKOB M300pa)keHUit B 3a1auax BbisiBieHus danpcudukamuu / E.1O. Jlebenera, 10.0. Jlebenen
// BicHHK HaliOHAJILHOTO TeXHIYHOro yHiBepcuteTy «XI1I». —2011. — Ne35. — C.25-31.

2. Jle6enera E.HO. OGHapyxeHHe KIOHMPOBAHHBIX YYaCTKOB M300paKeHWH B 3a7ayax BBISBICHHS
¢danscupukanmu / E.lO. JlebemeBa // XII MiXHapopHa HayKOBO-TIpaKTHYHa KOH(eEpeHIis
«CoBpemMeHHbIe HH(OpMAIMOHHBIE U 3JIEKTpOHHBIE TexHomoruu». — 2011. C. 175.

3. JlebeneBa, E.}O. Ucronb3oBaHue TpEYroabHBIX OJIOKOB Ui ONpeneNieHHst  00IacTH
¢anscupukanmmu B nzobpaxenusx / E.YO. Jlebenesa, I1.E. bapanos // Indopmarniiina Oe3neka. —
2011. — Ne2. — C.27-32.

4. bapanos, I1.E. Bussnenns o6nacri danbcudikanii mudpoBoro 300pakeHHs1 0J0KaMH TPUKYTHOI
¢opmu / ILE. bapanos, O.10O. Jlebenesa // InpopmaTrka Ta MaTeMaTHYHI METOIM B MOJIEITIOBaHHI.
—2011.—Tom 1, Ne3. — C. 274-280.

283



Ye. Yu. Lebedeva

HNIABUINMEHHA TOYHOCTI BUSBHAUYEHHSA OBJIACTI KIIOHYBAHHS B IM®POBUX
30BPAKEHHAX

0.10. Jlebenena

OpecbKuii HalllOHAJILHUH MTOJITEXHIYHUH YHIBEPCHUTET,
mpoct. Ileruenka, 1, Onmeca, 65044, Ykpaina; e-mail: whiteswanhl@yahoo.com

VY poboti po3pobieHi Momudikallii MeToaa BUSIBICHHS 1 JIOKaTi3alii 00IacTel KIIOHYBaHHS
JUTS. TIJBHINCHHS TOYHOCTI BHM3HAYCHHSA KIIOHOBAHMX oOjacTtedl. 3a pe3yiabTaTaMu
€KCIIEPUMEHTIB Ta CIIOCTEPEKEHHSMH 3aIIPOIIOHOBaHI BUIU OJIOKIB, IO JAalOTh HaHKpally
TOYHICTh BU3HAYCHH, KA OLIHIOETHCS BITHOCHOIO MTOXUOKOI BEIMYMHHU IUTONI KJIOHA J0
peasbHOI TUTONII 00JIACTI KIIOHA.

KarwudoBi cimoBa: To4HICTH BH3HAueHHs, Iioma oOnacti, (anbcudikamis 300paXKeHHs,
BUSIBIIEHHS (pasibcuikallii, KIIOHYBaHHS.

MOBBIIEHUE TOYHOCTHU OBHAPYKEHUSI KIOHUPOBAHHBIX OBJIACTEN B IIM®POBLIX
HN30BPAKEHUAX

E.10O. Jlebenena

Onecckuii HAIMOHAIBHBIN MOTUTEXHUUECKUH YHUBEPCUTET
npocr. Ilesuenko, 1, Onecca, 65044, Ykpauna; e-mail: whiteswanhl@yahoo.com

B pabore paspaboranbl MOAM(HKALMK METOJa BBISBICHHS W JIOKAIM3aLMK oOiacren
KJIOHUPOBAHUS [UIsl MTOBBIMICHUS! TOYHOCTH OOHapyKEHHsl KIOHUpOBaHHBIX obOmacteid. 1o
pe3ynbTataM OSKCHEPHMMEHTOB M HAONIONCHWH TpEeIOKEHbl BUABI OJIOKOB, JaloIIue
HAWIY4IIYI0 TOYHOCTh OOHAPY)KEHHUS, OLIEHUBAEMYIO0 OTHOCHTEIILHOM BEIMYMHOM IIIOIIAAN
BBIABJICHHOM 00J1aCTH KJIOHA K PeajibHOH IUIoIay 00JacTH KIOHA.

KnarwueBble ciaoBa: TOYHOCTH OOHApYKEHHs, IUIOMWAAbL obOyactd, GanbcuduKanms
n300pakeHus1, BblsiBIIeHUE (panbCcU(UKaIMU, KIOHUPOBAHHE.
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