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[12].  



6

, , 

, 

, S - , 

, 

( , DES- ), 

[13…16]. , S -

, , 

, , . [16]. 

S -

( , 28147-89)

, k -

2k ; (

2k ), , 

2k - k - ( .1.1) [17]. 
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15 14 13 11 6 12 9 2 5 10 4 8 0 1 3 7

X

S

Q

=
=

=

,  (1.1)

[ ]iX x= , 1,2ki = —

;  

[ ]jQ y= , 1,2kj = — .  

Q - —

[3,4], 

X . Q -

S - , 

.  

. S - , Q -

X . 

S -

Q - , 

, S -

[3].  

, Q - (

Q - ) N !N

. , Q -

N . 

S - , 

, 
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  'C C=

;

' ( ),

C Ta Tb

C T a b

= +
= +

(1.2)

T — S - .  

1a = , 5b = , , (1.1)  14Ta = , 12Tb = . 

, 2, 2Ta Tb+ = . 

4a b+ = , ( ) 6T a b+ = . , 

2 ' 6C C= ≠ = , S -

.  

1.2. S-

Q -

. :

⎯ . , S -

, S -

[8]. , S -

. , IDEA [18]

S - ;  

⎯ . [19, 

20], Q - , 

. 

, 

Q - 16N = , 16!

. 
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, S -

256N = ;

⎯ . 

: S -

;

⎯ . S -

, 

, 

. , 

[21…29]. 

, , S -

Rijndael/AES [30]   

, , 

(2 )kGF [16]:

1 modd[ ( ), ], , (2 )ky x f z p y x GF−= ∈ , (1.3)

, , (2 )kb A y a a b GF= ⋅ + ∈ , (1.4)

8 4 2( ) 1f z z z z z= + + + + — (2)GF ;

A — [31];

a — ;

2p = — , , 10 0− ≡ ;

, , ,a b x y — (2 )nGF , 

, , 1k − .  

S - [32] —

, S - .  



10

S -

S -

iF , 1,...,i k= , 1.1. 

S - 16N = , 

28147-89 [33…37]. 

1.1

X 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

1x 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

2x 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

3x 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

4x 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

Q 15 14 13 11 6 12 9 2 5 10 4 8 0 1 3 7

1F 1 0 1 1 0 0 1 0 1 0 0 0 0 1 1 1

2F 1 1 0 1 1 0 0 1 0 1 0 0 0 0 1 1

3F 1 1 1 0 1 1 0 0 1 0 1 0 0 0 0 1

4F 1 1 1 1 0 1 1 0 0 1 0 1 0 0 0 0

-

( )  [12, 14, 38] , 

16-

15

1 1 2 3 4 0 0 1 1 2 2
0

3 3 4 4 5 1 2 6 1 3 7 1 4 8 2 3 9 2 4 10 3 4

11 1 2 3 12 1 2 4 13 1 3 4 14 2 3 4 15 1 2 3 4

( [ , , , ])

,

i i
i

F X x x x x a T a T a x a x

a x a x a x x a x x a x x a x x a x x a x x
a x x x a x x x a x x x a x x x a x x x x

=

= = = + + +

+ + + + + + + + +
+ + + + +

(1.5)

(2)ia GF∈ — , 

. 

, 

. 1.1. 
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1 1 3 1 2 1 3 2 3 2 4 1 3 4 2 3 4

2 2 4 1 2 1 3 1 4 2 4 1 2 3 2 3 4

3 1 2 1 4 2 3 3 4 1 2 3 1 2 4 1 3 4 2 3 4

4 3 4 1 3 1 4 2 3 3 4 2 3 4

( ) 1+x +x +x x +x x +x x +x x +x x x +x x x ;

( ) 1+x +x +x x +x x +x x +x x +x x x +x x x ;

( ) 1+x x +x x +x x +x x +x x x +x x x +x x x +x x x ;

( ) 1+x +x +x x +x x +x x +x x +x x x .

F X

F X

F X

F X

=
=
=
=

  (1.6)

, 

{ }deg 3S = . (1.6)

[39], S -

1

2

3

3

( ) 9;

( ) 9;

( ) 9;

( ) 8,

term F

term F

term F

term F

=
=
=
=

(1.7)

, 

1 1

2 2

3 3

1

2

3

1 3

1 3

1 3

4 1 4 3

2

2

2

4 2

( ) 4; ( ) 5;

( ) 4; ( ) 5;
                      

( ) 5; ( ) 5;

( ) 3; ( ) 5;

( ) 4;

( ) 5;

( ) 3;

( ) 4;

x x

x x

x x

x x

x

x

x

x

term F term F

term F term F

term F term F

term F term F

term F

term F

term F

term F

= =

= =

= =

= =

=

=

=

=

1

2

3

2

2

2

4 2

( ) 2;

( ) 2;
           

( ) 5;

( ) 4.

x

x

x

x

term F

term F

term F

term F

=

=

=

=

(1.8)

S - . 
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1.3. S-

1.3.1. S-

S -

, jy

ix . 

( )

,i jR r= , , 0, 1i j k= − , ,i jr —

[40]

( 1)

, , ,
1

1 2 ( )
N

k

i j m i m j
m

r x y− −

=
= − ⊕ , , 0, 1i j k= − . (1.9)

,( 0)i jr =

[25], , 

, 

[15, 41].  

, , 0i jr = i j

, S -

, , [42…45]. 

, f

p , f p

[12, 19], 

( ){ }1 2

1 2

, ,..., 1

, ,...,' : ' 1 2p

p

a a a k p

k p i i ix V f x − −
−∈ = = , (1.10)
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( )1 2

1 2

, ,...,

, ,...,
p

p

a a a

i i if x — ( )f x ;  

1 2, ,..., pi i i — , ;  

1 2, ,..., pa a a — , 

.  

16- 222

( 212

, 8 — , 

2 — ) [19].  

, 

, 

{ }0 0 0 0 1 1 1 1 1 1 1 1 0 0 0 0f = (1.11)

, 

(1.11) (1.10).  

1.2

1x 2x 3x 4x 3 4'( )f x x x= + 3 4'( )f x x x= + 1x 2x 3x 4x

0 0 0 0 0 0 0 0 0 0
0 0 0 1 1 1 0 0 0 1
0 0 1 0 1 1 0 0 1 0
0 0 1 1 0 0 0 0 1 1
0 1 0 0 0 0 1 0 0 0
0 1 0 1 1 1 1 0 0 1
0 1 1 0 1 1 1 0 1 0
0 1 1 1 0 0 1 0 1 1

1x 2x 3x 4x 4'( ) xf x = 3'( ) xf x = 1x 2x 3x 4x

0 0 0 0 0 0 0 0 0 0
0 0 0 1 1 1 0 0 1 0
0 1 0 0 0 0 0 1 0 0
0 1 0 1 1 1 0 1 1 0
1 0 0 0 0 0 1 0 0 0
1 0 0 1 1 1 1 0 1 0
1 1 0 0 0 0 1 1 0 0
1 1 0 1 1 1 1 1 1 0
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'( ) 1f x = , 

1 4 1 1 22 2 2 4k p− − − −= = = , 

'( )f x , ( )f x . , 

. 

, S -

, , , 

{ }max 0ijR = , 

, S -

[12]. 

, S -

(1.1)  

-0,2500 0,2500 0 0
0,2500 0 0 -0,2500

.
-0,2500 -0,2500 -0,2500 -0,2500
0,2500 0 -0,5000 -0,5000

R = (1.12)

, S -

max ,max{ }i jR R= , 

max 0.5R = . 

1.3.2. S -

[46], 
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1min( ( , )), 1, , 1,2k

f i jN dist F A i k j += = =  , (1.13)

( , )A N k - [12,38].  

k , ( , )A N k -

2kN = fΩ , 

1, { }( , ) | ,deg 1f kA N k f F f= Ω ∈ ≤

[12].  

, 4k = , 

1. 

1 1 2 3 4

2 1 2 3 4 1

3 1 2 3 4 2

4 1 2 3 4 3

5 1 2 3 4 4

6 1 2 3 4 1 2

7 1 2 3 4 1 3

8 1 2 3 4 1 4

9 1 2 3 4 2 3

1

( , , , ) 1;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

f x x x x

f x x x x x

f x x x x x

f x x x x x

f x x x x x

f x x x x x x

f x x x x x x

f x x x x x x

f x x x x x x

f

=
= ⊕
= ⊕
= ⊕
= ⊕
= ⊕ ⊕
= ⊕ ⊕
= ⊕ ⊕
= ⊕ ⊕

0 1 2 3 4 2 4

11 1 2 3 4 3 4

12 1 2 3 4 1 2 3

13 1 2 3 4 1 2 4

14 1 2 3 4 1 3 4

15 1 2 3 4 2 3 4

16 1 2 3 4 1 2 3 4

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

( , , , ) 1 ;

x x x x x x

f x x x x x x

f x x x x x x x

f x x x x x x x

f x x x x x x x

f x x x x x x x

f x x x x x x x x

= ⊕ ⊕
= ⊕ ⊕
= ⊕ ⊕ ⊕
= ⊕ ⊕ ⊕
= ⊕ ⊕ ⊕
= ⊕ ⊕ ⊕
= ⊕ ⊕ ⊕ ⊕

17 1 2 3 4

18 1 2 3 4 1

19 1 2 3 4 2

20 1 2 3 4 3

21 1 2 3 4 4

22 1 2 3 4 1 2

23 1 2 3 4 1 3

24 1 2 3 4 1 4

25 1

( , , , ) 0;

( , , , ) ;

( , , , ) ;

( , , , ) ;

( , , , ) ;

( , , , ) ;

( , , , ) ;

( , , , ) ;
          

(

f x x x x

f x x x x x

f x x x x x

f x x x x x

f x x x x x

f x x x x x x

f x x x x x x

f x x x x x x

f x

=
=
=
=
=
= ⊕
= ⊕
= ⊕

2 3 4 2 3

26 1 2 3 4 2 4

27 1 2 3 4 3 4

28 1 2 3 4 1 2 3

29 1 2 3 4 1 2 4

30 1 2 3 4 1 3 4

31 1 2 3 4 2 3 4

32 1 2 3 4 1 2 3 4

, , , ) ;

( , , , ) ;

( , , , ) ;

( , , , ) ;

( , , , ) ;

( , , , ) ;

( , , , ) ;

( , , , ) .

x x x x x

f x x x x x x

f x x x x x x

f x x x x x x x

f x x x x x x x

f x x x x x x x

f x x x x x x x

f x x x x x x x x

= ⊕
= ⊕
= ⊕
= ⊕ ⊕
= ⊕ ⊕
= ⊕ ⊕
= ⊕ ⊕
= ⊕ ⊕ ⊕

, 

. 1.3. 

(1.14)
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1.3

, 4k =

iF iF

1F 1111111111111111 0000000000000000
17F

2F 1010101010101010 0101010101010101
18F

3F 1100110011001100 0011001100110011
19F

4F 1111000011110000 0000111100001111
20F

5F 1111111100000000 0000000011111111
21F

6F 1001100110011001 0110011001100110
22F

7F 1010010110100101 0101101001011010
23F

8F 1010101001010101 0101010110101010
24F

9F 1100001111000011 0011110000111100
25F

10F 1100110000110011 0011001111001100
26F

11F 1111000000001111 0000111111110000
27F

12F 1001011010010110 0110100101101001
28F

13F 1001100101100110 0110011010011001
29F

14F 1010010101011010 0101101010100101
30F

15F 1100001100111100 0011110011000011
31F

16F 1001011001101001 0110100110010110
32F

  

, 

- . 

-
1

min 2kd −= [47]. , 

1 3
min 2 2 8kd −= = = . 

, S -

  

{ } 1min min( ( , )), 1, , 1,2k
s f i jN N dist F A i k j += = = = . (1.15)

[19,46], S - , 

, 
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( )2 11
max 2 2 2kk

SN −−≤ − − . (1.16)

( , 0i jr = )

S -

, , 

, 

, 

S - . 

- F k

, 2
kZ

k [48]

( )
2

, ( )
( ) 1

k

u v F u

F
u Z

W v
⊕

∈

= −  . (1.17)

. 

( )FW v - . 

[48]:

( )( )
2

2 22
k

k
F

v Z

W v
∈

=  . (1.18)

2k , 

, –

22
k

. , 

- . , 
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2

1 1
2 max ( )

2 k

k
f F

v Z
N W v−

∈
= − .  (1.19)

, -

F , . 

, 

- (

), , , , 

- , , , 

- [49].  

, [50]

0 1 1[ , , , , , ],i nB b b b b −= { }1ib ∈ ± — , 2kN = , 

0,1,..., 1i k= − , - , 

- , 

( )BW BAω = , 10,1,...,2k−ω= (1.20)

A — - N [51]. 

- , 

( 0), ( 1),..., ( 1)B B BW W W Nω = ω = ω = −

{ }/22N± . 

-

N -

[52], A

2hL N= = , !L 2L

. , , A

[53]
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1 1

1 1

2 2

2
2 2

h h

h

h h

A A
A

A A
− −

− −

=
−

,  (1.21)

1 1A = . 

 , (1.21) 8A (

1+ "+ ", 1− "− " )

  8

+ + + + + + + +
+ − + − + − + −
+ + − − + + − −
+ − − + + − − += + + + + − − − −
+ − + − − + − +
+ + − − − − + +
+ − − + − + + −

A , (1.22)

, , -

64N = (1.20) -

[
]

( ) [8  8  8  8  8  8  8  8  8 -8  8 -8  8 -8  8 -8  8  8 -8 -8  8 8
             -8 -8  8 -8 -8  8  8 -8 -8  8  8  8  8  8 -8 -8 -

= + + + + + + + + + − + − + − + − + + − − + + − − + − − + + − − +
+ + + + − − − − + − + − − + − + + + − − − − + + + − − + − + + −

ω =

B

F
8 -8  8 -8 8

             -8 -8  8 -8  8  8  8 -8 -8 -8 -8  8  8  8 -8 -8  8 -8  8  8 -8],

(1.23)

(1.23)

- . 

- , 

— - N

, , 

[54-58]. 

  

1.3.3. S -

S -

— S -

S -
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[59…60]. 

(1.1), 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
15 14 13 11 6 12 9 2 5 10 4 8 0 1 3 7
7 3 1 8 9 0 10 13 12 4 6 5 15 14 11 2
2 11 14 5 10 15 4 1 0 6 9 12 7 3 8 13

13 8 3 12 4 7 6 14 15 9 10 0 2 11 5 1
1 5 11 0 6 2 9 3 7 10 4 15 13 8 12 14

14 12 8 15 9 13 10 11 2 4 6 7 1 5 0 3
3 0 5 7 10 1 4 8 13 6 9 2 14 12 15 11

11 15 12 2 4 14 6 5 1 9 10

→
→
→
→
→
→
→
→

[ ]

13 3 0 7 8
8 7 0 13 6 3 9 12 14 10 4 1 11 15 2 5
5 2 15 1 9 11 10 0 3 4 6 14 8 7 13 12

12 13 7 14 10 8 4 15 11 6 9 3 5 2 1 0

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 .

→
→
→
→

(1.29)

, S - , 

12T = , 

. 

S -

S - :

12 4{ (15,7,2,13,1,14,3,11,8,5,12,0),  (6,9,10,4)}Q C C= , (1.30)

, —

S - . 

  

1 2( , ...)T i i= , (1.31)

i — . , , 

12T = .  
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1.3.4

S - [12, 19, 61…62].  

. . 

, . 

[48]:

— , 

" " . 

. 

. P-

. 

— , 

, , , , . 

, , 

. S - .  

. 

( ) 1( ) ( ) ( ) 2 ,
i

i i
a

K f f x f x e η−= ⊕ ⊕ = (1.32)

η — S - .  

S -

(1.32). , 

(1.1)

. 



22

1.4. 

( ) ( ) ( ) ( )1 1 2 2 3 3 4 4( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )

0001 8 8 8 8
0010 8 12 8 4
0100 12 8 8 8
1000 8 8 8 8

i i i i
i i i i i

a a a a
e f x f x e f x f x e f x f x e f x f x e⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕

. 1.4. , 

1f 4f (1.32), . . 

, , , S - (1.1)

. 

1.4. 

S - , , 

( 1.2)

S - , . 

, , . 1.2, 

S - , 

, 

, , 

. 

, , , 

S - , 

. 
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. 1
.2

. 
S-



24

, [48] , S -

N , 

, . 

S - 82 2kN > = , . 

. , , 

S - 3 8 242 2N ⋅= =

, 

25 242 2× , 64

. S - . 

, , 

. , 

S - , 

[63], 

. , 

, 

S - . 

, S -

. 

S - , 

[64]. 

.  

S - , 

. 

S -
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, 

.  

, , , 

S - . 

:  

1. - , - [49…50, 54…57, 

65…66];

2. [67…69];

3. [11, 70…72];

4. : , m - , 

, . . [73…75];

5. [76…78]. 

, 

S - . 
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2

S- , 

  

2.1. S- , 

-

S - , 

, S - , 

[7, 16], S -

, 

. , , 

, -

. , 

S - 2kN = , 

.  

, , 

S -

[41], 

Rijndael/AES. S - , 

, 

112sN = [41]. , , 

[15].  

S -

, 
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[24]. , S -

.  

[10]. 

  S - , 

[24], :

1:

1. S -

, 

. , 3k = , 

, S -

2 ! 8! 40320kJ = = = . , 

4608V = S - , 

. , , , S -

  

{ }4 7 2 6 1 5 0 3Q = , (2.1)  

3kS S Q= = . 

2. mF , MSB ( )

1 S - kS . , 

{ }2 1 1 0 1 0 1 0 0mF F= = . (2.2)

3. mF

[ ] ( ){ }( )
1 ( ) | 1m m m kG F F x F x e α= ⊕ ⊕ , 0,1,...,2 1kx = − (2.3)

( )
ke α — k , 1 α ;

      " | " — .  

, { }( ) 1 0 0ke α = ,   
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[ ] { }1 0 0 0 1 0 1 1 1 1 1 0 1 0 1 0 0mG F = . (2.4)

4. S - kS   

[ ] ( ){ }0 1 ( ) |k k k tG S S x S x e+ = ⊕ , 0,1,...,2 1kx = − . (2.5)

, { }( ) 1 0 0ke α = , 

S - ( , Q -

)

[ ] { }0 3 4 7 2 6 1 5 0 3 7 4 6 2 5 1 3 0G S = . (2.6)

5. S - 1 4kS S+ =
12 16kN += = , 

[ ] [ ]{ }1 1 02k
k m kS G F G S+ = ⋅ + . (2.7)

[ ]1 mG F [ ]0 kG S S -

{ }4 4 7 2 14 1 13 8 11 15 12 6 10 5 9 3 0S = (2.8)

( ),i kwt D S - (2.80) , 

, 

2.1

( ) ( ) ( ) ( )1, 2, 3, 4,

0001 8 8 8 8
0010 8 8 8 8
0100 8 8 8 8
1000 8 8 8 8

j k k k ke wt D wt D wt D wt D
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6. 2 , 

S - 2kN = . 

, 5 , S -

8S 82 256N = =  , 

Rijndael/AES

2.2
S - 8S 82 256N = =

8 0 1 2 3 4 5 6 7 8 9 A B C D E F
0 54 57 02 FE 01 FD A8 AB AF AC 06 FA 05 F9 53 50
1 A7 A4 0E F2 0D F1 5B 58 5C 5F 0A F6 09 F5 A0 A3
2 B7 B4 1E E2 1D E1 4B 48 4C 4F 1A E6 19 E5 B0 B3
3 44 47 12 EE 11 ED B8 BB BF BC 16 EA 15 E9 43 40
4 97 94 3E C2 3D C1 6B 68 6C 6F 3A C6 39 C5 90 93
5 64 67 32 CE 31 CD 98 9B

S

9F 9C 36 CA 35 C9 63 60
6 74 77 22 DE 21 DD 88 8B 8F 8C 26 DA 25 D9 73 70
7 87 84 2E D2 2D D1 7B 78 7C 7F 2A D6 29 D5 80 83
8 D7 D4 7E 82 7D 81 2B 28 2C 2F 7A 86 79 85 D0 D3
9 24 27 72 8E 71 8D D8 DB DF DC 76 8A 75 89 23 20
A 34 37 62 9E 61 9D C8 CB CF CC 66 9A 65 99 33 30
B C7 C4 6E 92 6D 91 3B 38 3C 3F 6A 96 69 95 C0 C3
C 14 17 42 BE 41 BD E8 EB EF EC 46 BA 45 B9 13 10
D E7 E4 4E B2 4D B1 1B 18 1C 1F 4A B6 49 B5 E0 E3
E F7 F4 5E A2 5D A1 0B 08 0C 0F 5A A6 59 A5 F0 F3
F 04 07 52 AE 51 AD F8 FB FF FC 56 AA 55 A9 03 00

( ),i kwt D

S - ( . 2.2) 12k− , 

, S -

S - ( . 2.3)

, 64sN = , 

112, ( )8deg 2S = . 
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2.3

( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )1, 2, 3, 4, 5, 6, 7, 8,

10000000 128 128 128 128 128 128 128 128
01000000 128 128 128 128 128 128 128 128
00100000 128 128 128 128 128 128 128 128
00010000 128 128 128 128 128 128 128 128
00001000 128 128 128 128 12

j k k k k k k k ke wt D wt D wt D wt D wt D wt D wt D wt D

8 128 128 128
00000100 128 128 128 128 128 128 128 128
00000010 128 128 128 128 128 128 128 128
00000001 128 128 128 128 128 128 128 128

, 

N S - . 

, 

, . 2.2, [23].  

. 2.1. S -

, S - ( . 2.2)

k - S -

( . 2.1). , 

S -

N , 

. 

, 

. 2.1 [23], . 
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2.2, g k , 

k -

S - . 

. 2.2. S - , 

( . 2.2) , 

S - , , 

S - kS , 

g , . 

, S -

, 

, S -   

, 

(   k

), g , 

2k , SAC

, k , 

, - [65]. 

{ }4,16,64,256...k = , kκ = — , 

( . 2.2) -

[51]
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( )H κ Z

P . 2 !kZ P k⋅ = ⋅ - . 

, . 

k κ≠

:

. - -

2N κ=   2 , 2k kλ κ= ≤ ≤

. 

, 

S - , 

, 

:

1. S - 2kN τ
τ =

2k
uN Nτ= ≤ , τ u

S - . 

S - uN , . 

, 82 2 256kN τ
τ = = = , S -

32 2 8k
uN = = = (2.1), 3S Q= .  

2. g -

, -

P Z

. -

{0 1 1 0 1 1 1 1}g = . 

3. , . 2.2 S -

N . N Nτ= 4, , 

2. 256Nτ =

5 . 
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4. , , 

, 

S - . 

S - 82 256Nτ = = :

)

6i iF F F= ⊕ , 0,1,...,3i =  , (2.9)

)

3 7i iF F F F= ⊕ ⊕ , 4,5i = . (2.10)

S -

(2.1), { }1,1,...,1Z =

{ }1,2,...,2P κ= , , 

S - 256Nτ = . 2.4. 

2.4. 

S - 8S 82 256N = = , 

8 0 1 2 3 4 5 6 7 8 9 A B C D E F
0 04 3F 1A 26 89 9D A8 BB 01 5A 30 6C 8C F8 82 F1
1 11 A5 7F CC BC 27 ED 71 14 C0 55 86 B9 42 C7 3B
2 31 35 90 93 E3 C8 7D 51 34 50 BA D9 E6 AD 57 1B
3 24 AF F5 79 D6 72 38 9B 21 CA DF 33 D3 17 12 D1
4 4E 4A 5F 5C 2C 07 02 2E FB 9F C5 A6 99 D2 98 D4
5 5B D0 3A B6 19 BD 47 E4

S

EE 05 A0 4C AC 68 DD 1E
6 7B 40 D5 E9 46 52 D7 C4 CE 95 4F 13 F3 87 4D 3E
7 6E DA B0 03 73 E8 92 0E DB 0F 2A F9 C6 3D 08 F4
8 FE FA EF EC 9C B7 B2 9E 4B 2F 75 16 29 62 28 64
9 EB 60 8A 06 A9 0D F7 54 5E B5 10 FC 1C D8 6D AE
A CB F0 65 59 F6 E2 67 74 7E 25 FF A3 43 37 FD 8E
B DE 6A 00 B3 C3 58 22 BE 6B BF 9A 49 76 8D B8 44
C B4 8F AA 96 39 2D 18 0B B1 EA 80 DC 3C 48 32 41
D A1 15 CF 7C 0C 97 5D C1 A4 70 E5 36 09 F2 77 8B
E 81 85 20 23 53 78 CD E1 84 E0 0A 69 56 1D E7 AB
F 94 1F 45 C9 66 C2 88 2B 91 7A 6F 83 63 A7 A2 61
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S - ( . 2.4)

( ),i kwt D

2.5

( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )1, 2, 3, 4, 5, 6, 7, 8,

10000000 128 128 128 128 128 128 128 128
01000000 128 128 128 128 128 128 128 128
00100000 128 128 128 128 128 128 128 128
00010000 128 128 128 128 128 128 128 128
00001000 128 128 128 128 12

j k k k k k k k ke wt D wt D wt D wt D wt D wt D wt D wt D

8 128 128 128
00000100 128 128 128 128 128 128 128 128
00000010 128 128 128 128 128 128 128 128
00000001 128 128 128 128 128 128 128 128

S - ( . 2.4)

112sN = S -

, 

Rijndael/AES. 

S - , 

. 3uk = , 

S - , 

4608V = , -

4
3 2 4! 384W P Z= = ⋅ = . , 

1 384 4608 1769472J = ⋅ = S - . 

, S -

42 4! 384W P Z= = ⋅ = S - , 

2 384 1769472=679477248J = ⋅ . , 

S - kτ -

1

u

k

k k
k k

J V W
τ

τ

−

=

= ⋅∏ . (2.11)
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, (2.11) 3uk = , 8kτ =

4 4 6 6 8 21
8 (2 4!) (2 4!) (2 6!) (2 6!) (2 8!) 3.23 10J = ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ≈ ⋅

S - .  

, S -

R , 

deg( ) 2S = , 

. 

, 

S -

. 

, , 

S - , 

2 !k kτ
τ⋅ S - , 

(2.11). S -

m - [3] S -

0,1,..,2 1kτυ = − . 

2.2. S - , 

S - , 

S - , 

. 

S - , 

[24]. 

S - , 



36

S - , . . 

.  

, [6] S -

16N = , 

, 

S - , , 

, 24 , 

, 

S - , 

.   

[79]. , 

, 

S - 32N = , 

Ψ 7080 . 

, , 

1m > . 

S -

5 17
7080C =1,48 10⋅ , 

. , 

[80] S -

, 

, 

S - k

, 

1

1

2
k

k
z z

z

wt a −

=

⋅Φ = , 1,z k=  ,  (2.12)
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{ }0,1za ∈ , { } { }1 2, ,..., 0,0,...0ka a a ≠ { }1 2, ,...,z kF F FΦ = . 

{ }( )1 2, ,..., 1kwt a a a = (2.12)

. 

[80]

S - 52 32N = =

Ψ (2.12):

2:

1. 1κ = , 1a = . 

2. a > Ψ , S -

, a -

Ψ . 

3. 

(2.12). , 1κ κ= + , 1a a= +

4, 1a a= + 2. 

4.  5κ < 2, . 

a

1 4578J = S -

32N = , 

, 

5 {28,24,4,18,2,25,1,14,22,5,11,10,23,29,17,15,9,3,13,

21,6,19,31,30,26,7,27,20,12,8,16,0}.

S =
(2.13)

1m =  ,   

0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0

R = . (2.14)
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, (2.13)

, 

. 

2.6

( ) ( ) ( ) ( ) ( )1, 1, 1, 1, 1,

00001 16 16 16 16 16

00010 16 16 16 16 16

00100 16 16 16 16 16

01000 16 16 16 16 16

10000 16 16 16 16 16

u k k k k ke wt D wt D wt D wt D wt D

fN

[35]

S - (2.13)

1 2 3 4 5

8 8 8 8 8

deg( ) 2 3 3 2 2

j

F

F F F F F F

N

F

. (2.15)

, S -

, , 

, 

Rijndael/AES [30], 82 256N = = . 

S -

1 [2], 

2.1. 
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1

, . 2.1, jx —

S - , jy — . 

. 2.3. 2 S -

, S -
52 32N = =

S - 82 256N = = . , 

:

1. 1 m

S - . 

2. 1 ( ),j uwt D , , 1,j u k=

jF S - . 

3. 1

( ){ }min deg jF  , 1,j k= S - . 

4. 1

SN S - . 
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1 ( . 2.3) S - (2.13)

S - ( . 2.7)

82 256N = =  , 

, 

. 

2.7

S -

8 0 1 2 3 4 5 6 7 8 9 A B C D E F
0 5C 58 04 F2 02 F9 A1 AE F6 05 AB AA 57 5D F1 0F
1 A9 A3 0D F5 06 F3 5F 5E FA 07 5B 54 AC A8 F0 00
2 B8 BC 12 E4 19 E2 4E 41 E5 16 4A 4B BD B7 EF 11
3 43 49 15 ED 13 E6 BE BF E7 1A B4 BB 48 4C E0 10
4 98 9C 32 C4 39 C2 6E 61 C5 36 6A 6B 9D 97 CF 31
5 63 69 35 CD 33 C6 9E 9F

S

C7 3A 94 9B 68 6C C0 30
6 7C 78 24 D2 22 D9 81 8E D6 25 8B 8A 77 7D D1 2F
7 89 83 2D D5 26 D3 7F 7E DA 27 7B 74 8C 88 D0 20
8 D8 DC 72 84 79 82 2E 21 85 76 2A 2B DD D7 8F 71
9 23 29 75 8D 73 86 DE DF 87 7A D4 DB 28 2C 80 70
A 3C 38 64 92 62 99 C1 CE 96 65 CB CA 37 3D 91 6F
B C9 C3 6D 95 66 93 3F 3E 9A 67 3B 34 CC C8 90 60
C 1C 18 44 B2 42 B9 E1 EE B6 45 EB EA 17 1D B1 4F
D E9 E3 4D B5 46 B3 1F 1E BA 47 1B 14 EC E8 B0 40
E F8 FC 52 A4 59 A2 0E 01 A5 56 0A 0B FD F7 AF 51
F 03 09 55 AD 53 A6 FE FF A7 5A F4 FB 08 0C A0 50

1—4 S -

,rν μ (1.9) jy

jx

0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0

R =  , (2.16)
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( . 2.8). 

2.8

S -

( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )1, 2, 3, 4, 5, 6, 7, 8,

10000000 128 128 128 128 128 128 128 128
01000000 128 128 128 128 128 128 128 128
00100000 128 128 128 128 128 128 128 128
00010000 128 128 128 128 128 128 128 128
00001000 128 128 128 128 12

j k k k k k k k ke wt D wt D wt D wt D wt D wt D wt D wt D

8 128 128 128
00000100 128 128 128 128 128 128 128 128
00000010 128 128 128 128 128 128 128 128
00000001 128 128 128 128 128 128 128 128

S - [24] [25]. 

1 2 3 4 5 6 7 8

64 64 64 64 64 64 64 64

deg( ) 2 3 3 2 2 2 2 2

j

F

F F F F F F F F F

N

F

. (2.17)

, S - , 

, , 

S - :

1. ( )

Ψ , , 

S - . 

2. 2 S -

, , 

S -

32N = . 
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3. 1

S - 256N = , 

. 

, 1 4578J =

S -

2. 

jF , 1,8j = , 

. 

jF , 8!=40320 , 

, 82 256=

S - . 

, S -

10 354578 40320 256 4.7254 10 2W = ⋅ ⋅ = ⋅ ≈ , (2.18)

. 
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3

S-

3.1.   S -

S -

, (1.3), (1.4). S -

, : , 

, , 

.  

(1.3) (1.4) , S -

( )f z k , ,kW

A , 

AW .  

S - [41]. 

(1.3) ( )f z , 

[74]. , , 

q -   k

( ) ( / )1 k d
k

d
d

W d q
k

μ= ⋅  , (3.1)
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  d — k ;

( )dμ — [81];  

  d k , d k .   

kW

( )1k

k

q
V

k

ϕ −
=  , (3.2)

( )xϕ — - .  

, Rijndael S -

256N = 8 30W = , 8 16V = .    [82, 

83] 8k =

  

( )
10

283,  , , , 313, 319, , , , , , , 375, 379,

( ) ,  395, , 415, 419, , 433, 445, , , 471, 477, , 499,

, 505
if z =

285 299 301 333 351 355 357 361 369

391 397 425 451 463 487

501

, (3.3)

. 

Rijndael , 

S - , 

, , , 

, 

, β ,β

.  

Rijndael 8 4 2( ) 1f z z z z z= + + + +   

B
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1

2

3

4

5

6

7

8

1 2 3 4 5 6 7 8 9 10 11
68 30 14 8 1 5 1 0 0 0 1
51 29 17 7 7 4 0 0 0 0 0
72 40 10 9 6 0 0 0 0 0 0
76 31 16 3 6 2 1 0 0 0 0
55 28 13 14 4 0 3 0 0 0 0
57 29 20 9 5 1 0 0 0 0 0
65 40 12 7 5 1 1 0 0 0 0
55 28 23 7 4 0 2 0 0 0 1

F
F
F
F
F
F
F
F

Β

β

= , (3.4)

Β β . 

, 
max

11β = . 

S -

(3.3) 8k = , 

( . 3.1). 

3.1

S -   

, 8k = N = 256

i ( )
10

( )if z { },max i jr 0K sN min max...μ μ
max

β

1 285 0,125 4 112 118…132 15
2 299 0,1094 7 112 120…136 10
3 301 0,1094 3 112 114…134 14
4 333 0,1094 7 112 120…136 13
5 351 0,125 3 112 126…138 10
6 355 0,1094 1 112 126…134 9
7 357 0,0938 3 112 118…136 9
8 361 0,125 5 112 116…132 11
9 369 0,1094 5 112 120…134 9

10 391 0,1094 5 112 112…136 11
11 397 0,1094 4 112 122…140 10
12 425 0,1094 10 112 118…142 9
13 451 0,1094 7 112 124…138 14
14 463 0,125 3 112 122…142 9
15 487 0,125 8 112 118…142 10
16 501 0,0938 4 112 124…134 13
17 283 0,125 4 112 116…138 11
18 313 0,0938 10 112 118…132 16
19 319 0,125 7 112 118…136 11
20 375 0,1094 3 112 124…138 11
21 379 0,125 2 112 116…142 10
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. 3.1

22 395 0,125 9 112 122…140 10
23 415 0,125 8 112 120…140 9
24 419 0,1094 2 112 124…138 12
25 433 0,125 6 112 118…142 10
26 445 0,1094 5 112 120…136 10
27 471 0,1094 4 112 114…138 10
28 477 0,125 2 112 116…128 10
29 499 0,0938 1 112 122…138 9
30 505 0,125 5 112 126…142 9

, 

. , 

, 

0K , , 

6 10 29 10(355) ,  (499)f f= = . 

[84], 

. 

( ) S

- ,   , Rijndael/AES.  

  , 

12 10 18 10(425) , (313)f f= = . 

0K

, ,  

. 

, iF , 1,8i =  , 

μ, , 0 / 2Nμ =

[85], 
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. 

. 

deg( )iF

, 

. 

, , 

ψ

0,255τ =   

{ },    0,2 1, 1,8k

iD F iτψ = τ = − = , (3.5)

D — . 

Rijndael

( )
1

2

3

4

5

6

7

8

0 1 2 3 4 5 6 7 8 deg

0 0 0 0 0 0 0 256 0
0 0 0 0 0 0 8 248 0
0 0 0 0 0 0 12 244 0
0 0 0 0 0 0 0 256 0
0 0 0 0 0 0 0 256 0
0 0 0 0 0 0 0 256 0
0 0 0 0 0 0 0 256 0
0 0 0 0 0 0 0 256 0

iF

F
F
F
F
F
F
F
F

=Ζ , (3.6)

Ζ

( )deg .iF

, 

Rijndael

2F 3F
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τ , 

0τ = . 

, , 

τ , 

deg( ) 7f = . 

Ω   

8k =

{ }285,351,355,463,313,319,375,379,395,415,419,433,471,477,505Ω = . (3.7)

Ω   

  

0,255τ = .  

(1.3) S

- 2T = [59]. 

(1.3), (1.4), 

y A x b= ⋅ + , 

S - T . 

[86]

( )1

0
2 2

k
k i

A k
i

W
−

=
= −∏ . (3.8)

, 8k = 18

8
5,3 10AW ≈ ⋅ . 

Rijndael

[30]



49

1

0 0 0 1 1 1 1 1 0
0 0 1 1 1 1 1 0 1
0 1 1 1 1 1 0 0 1
1 1 1 1 1 0 0 0 0

,      
1 1 1 1 0 0 0 1 0
1 1 1 0 0 0 1 1 0
1 1 0 0 0 1 1 1 1
1 0 0 0 1 1 1 1 1

A a= = , (3.9)

S -

1 1 531 530T = . , 

S - T , 

, 

. ,   

2

0 1 0 0 0 1 1 0 0
0 0 1 0 1 0 0 0 0
1 0 1 1 0 0 0 0 0
1 0 0 0 0 0 0 1 0

,
1 1 0 0 1 1 1 0 0
0 1 1 1 1 0 0 0 0
1 0 0 0 1 1 0 1 0
0 1 0 0 1 0 0 0 0

A a= = , (3.10)

S -

2 14 408 856T = Rijndael. 

3.2. S-

S - [16], 

[87], 

Rijndael/AES [30]. 
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[88]. 

S - , 

[87]. [ ]iX x= , 0,255i = , —

0 255.  

[ ]iQ q= , 0,255i = S -

1 2 3 4 5 6 7 8[ ; ; ; ; ; ; ; ]Q F F F F F F F F= , (3.11)

";"

256N = . , ( ) ( )i k i i kD F x F x e= ⊕ ⊕

ke ( ) 1kwt e = , ke —

k - ; ⊕ —

2. ( . 3.2)

( ),i kwt D . 

3.2

( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )1, 2, 3, 4, 5, 6, 7, 8,

10000000 136 124 128 116 120 140 124 124
01000000 124 124 120 120 140 124 124 136
00100000 124 136 132 140 124 132 136 124
00010000 136 144 120 124 132 128 124 124
00001000 144 124 128 132 12

k k k k k k k k ke wt D wt D wt D wt D wt D wt D wt D wt D

8 120 124 136
00000100 124 140 132 128 120 132 136 144
00000010 140 124 136 120 132 120 144 124
00000001 124 132 124 132 120 128 124 140

[87]. S -

( ),i kwt D
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, S -

( ), 2 128i kwt D N≥ = , , 1,8i k = . (3.12)

( .3.2) , 

S - , Rijndael/AES

. [87]

1 S - , 

. 

1. 

A , 

1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

A = . (3.13)

7 , , 

, 0 255 . . 
82 256= . , 

( )8, 128kwt D ≥ . 10

Ψ , 

{ }0D, 1B, 24, 37, 52, 6F, 86, 92, A9, DF
h

Ψ =  . (3.14)

, 

A , S -

, , 

kΨ ≥ , . 
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2. (3.14) 8
10 45C =

(8 8× ), 20

, 20

S - , 

. , 

[ ]1B, 37, 52, 6F, 86, 92, A9, DF
T

A = , 

1 1 0 1 1 0 0 0
1 1 1 0 1 1 0 0
0 1 0 0 1 0 1 0
1 1 1 1 0 1 1 0
0 1 1 0 0 0 0 1
0 1 0 0 1 0 0 1
1 0 0 1 0 1 0 1
1 1 1 1 1 0 1 1

A = . (3.15)

(3.15) S -

S - , 

, . 3.3

3.3

( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )1, 2, 3, 4, 5, 6, 7, 8,

10000000 144 132 140 128 140 128 132 132
01000000 132 128 144 132 136 132 140 136
00100000 128 132 128 136 144 128 144 132
00010000 132 136 136 132 132 136 128 136
00001000 136 132 136 136 12

k k k k k k k k ke wt D wt D wt D wt D wt D wt D wt D wt D

8 132 136 132
00000100 132 136 128 132 132 144 136 128
00000010 136 132 136 128 136 136 128 128
00000001 132 128 136 128 132 128 136 136

  3. b

S - . , 

b

. 
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( )f z . 

, 

A , S -

.

Rijndael/AES 2q= , 8k=

, (3.1) 8
2 30,f =

. , 

[89]

( )GF q .  , 

( )256GF ,   

( ) 8 4 2256 (2 ) (4 ) (16 )GF GF GF GF=> => => , (3.16)

(3.1) 8(2 )GF 8
2 30f =

, 4(4 )GF 4
4 60f =

,  2(16 )GF 2
16 720f = . 

, 

(256)GF   

8 4 2
2 4 161 30 60 720 810f fJ f+ ⋅ + = + + == . (3.17)

810-

S - , (10) , 

, :

, 

112sN = , 

deg( ) 7iF = , 1,8i = .  
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. 3.4 { ( ), }f z A , 

S -

. 

3.4
{ ( ), }f z A

(256)GF

  Ψ

( )82GF

8 6 3 2) 1( z zf z zz + + + += 10 20
8 6 5 2) 1( z zf z zz + + + += 10 20

8 6 5 4 3) 1( z z zf zz zz + + + + + += 9 5
8 7 5 4 3 2) 1( z z zf z z zz + + + + + += 9 5

( )44GF

4 2( ) 2 3f z z z z= + + + 14 1073
4 2( ) 3 2f z z z z= + + + 14 1073

4 2( ) 2 2 2f z z z z= + + + 14 723
4 2( ) 2 3 1f z z z z= + + + 16 5519
4 2( ) 3 2 1f z z z z= + + + 16 5519
4 2( ) 3 3 3f z z z z= + + + 14 723
4 3 2( ) 2f z z z z= + + + 14 723
4 3 2( ) 3f z z z z= + + + 14 723

4 3 2( ) 2 1f z z z z z= + + + + 11 89
4 3 2( ) 3 1f z z z z z= + + + + 11 89

4 3 2( ) 2 3 1f z z z z= + + + 16 5519
4 3 2( ) 2 3 3f z z z z= + + + 14 1073
4 3 2( ) 3 2 1f z z z z= + + + 16 5519
4 3 2( ) 3 2 2f z z z z= + + + 14 1073

  

. 3.4 , 

(256)GF

S - , 

, 1 29 488V = , 

2 50V = [87].  

, 

( )216GF S -

. 
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S -

4(4 )GF , 

. 

4 3 2( ) 3 2 2f z z z z= + + + , S - , 

. 3.5

( ). 

3.5
S -

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 00 01 03 02 E4 D0 F0 49 9C C7 B0 A0 78 50 8E 60
1 39 5A 55 CB 34 B9 D7 75 3C 68 64 77 F6 C9 30 AB
2 27 86 F5 FF AD 56 87 20 2C EF 67 BE 28 EE D4 DC
3 1E AA 4D AF 14 B8 99 BC 5B 10 FD 4E 18 69 9A DE
4 EA 47 E2 B4 6E 70 EB 41 F1 07 B2 7B AE 32 3B FC
5 0D 79 C4 D2 CA 12 25 AC A9 84 11 38 F9 5F F8 5D
6 0F 8F 9F F2 1A 76 BF 2A 19 3D BB EC 81 94 44 71
7 45 6F 7E C1 D6 17 65 1B 0C 51 B3 4B B6 CD 72 C0
8 95 6C CE 91 59 A8 21 26 D9 C3 E0 96 A3 E6 0E 61
9 CF 83 DA E9 6D 80 8B E1 BD 36 3E DF 08 C6 F3 62
A 0B B1 E7 8C A7 FB FA A4 85 58 31 1F 57 24 4C 33
B 0A A1 4A 7A 43 E3 7C CC 35 15 ED 6A 37 98 2B 66
C 7F 73 D8 89 52 D3 9D 09 F7 1D 54 13 B7 7D 82 90
D 05 E5 53 C5 2E DD 74 16 C2 88 92 E8 2F D5 3F 9B
E 8A 97 42 B5 04 D1 8D A2 DB 93 40 46 6B BA 2D 29
F 06 48 63 9E FE 22 1C C8 5E 5C A6 A5 4F 3A F4 23

( . 3.6)

— ( ),i kwt D

3.6

( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )1, 2, 3, 4, 5, 6, 7, 8,

10000000 132 128 132 124 124 128 128 124
01000000 136 132 128 132 132 124 132 128
00100000 132 124 124 120 120 120 136 132
00010000 128 132 120 124 124 120 128 136
00001000 124 120 128 132 12

k k k k k k k k ke wt D wt D wt D wt D wt D wt D wt D wt D

0 140 128 132
00000100 120 124 136 128 136 120 124 128
00000010 128 132 132 144 116 132 120 124
00000001 136 128 136 132 132 116 120 120
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( . 3.6), 

S - . 

, Ψ S - ( . 

3.5)  

{ }17,2B,3A,5F,66,69,AD,B5,B6,BE,D7,D9,ED,FB,
h

Ψ = . (3.18)

8Ψ ≥ —

A , 

S - .  

A . 

, Ψ (3.18)

1073iA =   S -

. , 

[ ]66,B5,B6,BE,D7,D9,ED,FB
T

A = . S

- ( . 3.5) S - ( . 3.7)

3.7
S - , 

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 00 F2 6F 9D 9F B1 7E EB F7 3F 8F 31 68 4F D4 3E
1 6B 3A E2 88 2E 95 81 2D C6 D6 61 B0 BC 15 71 B6
2 FF 3C D3 A6 74 8D CE CF 78 18 0E A5 27 EA EE 06
3 94 44 B4 E9 E1 67 5A 38 C8 BE 3B DB 56 24 35 9B
4 B5 C1 5D D0 14 80 47 03 8C 30 12 07 1B EC F6 C9
5 45 9A 50 2C 7A 23 62 86 2B A1 4C 99 64 97 96 0A
6 D8 26 98 E3 CB 42 57 BA A4 34 08 77 0C 1F AE 72
7 5C E6 AA FD 73 8E 93 39 B7 BD E0 76 4D 4A 1D 0F
8 ED 89 25 B2 55 D9 3D 0D AB 60 C0 82 5E 02 2A CC
9 D7 91 C4 DA 7B FE 79 32 CA B3 5B 69 E8 CD 11 A3
A 87 7D F0 49 01 F9 0B 6E 53 A7 83 66 7F 90 46 1E
B 75 C3 84 F5 9E AF 37 B8 DC 13 85 4B 41 A8 48 FC
C 58 EF 59 E4 D2 DE 05 1A 4E FB 10 D1 BF C5 63 40
D AD 6D 20 A2 E5 F4 DF 7C 92 16 DD 28 17 1C A9 C7
E 8B 70 6C 22 5F 43 BB AC 36 2F F1 33 B9 FA 8A D5
F C2 19 51 6A 54 52 09 E7 65 F8 F3 9C 29 04 21 A0
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S -

,   ( . 3.8)

3.8

( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )1, 1, 1, 1, 1, 1, 1, 1,

10000000 132 132 136 128 136 132 136 144
01000000 136 132 132 132 128 132 132 132
00100000 136 144 132 144 136 132 136 136
00010000 144 136 132 132 144 136 132 132
00001000 136 132 132 136 12

k k k k k k k k ke wt D wt D wt D wt D wt D wt D wt D wt D

8 136 132 136
00000100 128 128 136 132 136 144 132 132
00000010 128 132 136 136 128 136 132 132
00000001 132 128 144 132 136 128 136 132

, S -

( )256GF :

1. ( . 3)

( )f z . 

, . 

2. 1

S - . 

3. 1

. 

, 

8! 40320= S -

.  

S - 2 256k =

b , ( ),i kwt D . 

, S -
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11829 488 8! 2 29 488 40320 256 3 10W ⋅ ≈⋅ ⋅= ⋅ ⋅ = , 

. 

3.3. S-

[53], S - , 

.  

[90]. 

, S - , 

r - [53]

modd( ( ), )rQ f z pα= , (3.19)

α — .   

r - S -

, 

[41]. 

S - r -

r ,   

( ,2 1) 1kr − = , (3.20)

k — . , 8k = , 128

, (3.20)
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1, 2, 4, 7, 8, 11, 13, 14, 16, 19, 22, 23, 26, 28, 29, 31, 32, 

37, 38, 41, 43, 44, 46, 47, 49, 52, 53, 56, 58, 59, 61, 62, 64, 

67, 71, 73, 74, 76, 77, 79, 82, 83, 86, 88, 89, 91, 92, 94, 97, 

98, 101

Η =

, 103, 104, 106, 107, 109, 112, 113, 116, 118, 121, 

122, 124, 127128, 131, 133, 134, 137, 139, 142, 143, 146, 

148, 149, 151, 152, 154, 157, 158, 161, 163, 164, 166, 167,

169, 172, 173, 176, 178, 179, 181, 182, 184, 188,  191, 193, 

194, 196, 197, 199, 202, 203, 206, 208, 209, 211, 212, 214, 

217, 218   223, 224, 226, 227, 229, 232, 233, 236, 239, 241, 

242, 244, 247, 248, 251, 253   254

. (3.21)

, 

r H S -

, 

. , 

r . Ω

r , S -

{ }127, 191, 223, 239, 247, 251, 253, 254Ω = . (3.22)

, 

A023689 [91] 8(2 )GF , 

, 7

.    

. 3.9, 

, 

S -   r -

, r∈Ω ,  ( )10
( ) 283f z = , 

Rijndael/AES [30]. ( . 3.9)

S - r

- . 
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3.9
S -

r∈Ω ( )10
( ) 283f z =

, 
( )10

( )f z
r { },max i jr 0K sN min maxμ −μ

max
β ( ){ }min deg iF T

283 127 0.10938 4 112 144 - 116 14 7 8
283 191 0.12500 4 112 132 - 126 9 7 4
283 223 0.10938 4 112 138 - 120 9 7 8
283 239 0.12500 4 112 134 - 116 9 7 2
283 247 0.10938 4 112 134 - 116 10 7 8
283 251 0.12500 4 112 140 - 116 11 7 4
283 253 0.10938 4 112 144 - 120 13 7 8
283 254 0.12500 4 112 138 - 116 11 7 2

, S - , 

, 

  

  ( )( )modd f(z),prQ ωα ν= + , (3.23)

1, 1kqω = − , 0, 1kqν = − r∈Ω . , 

S -

( )1 ,k k
kJ q q V= ⋅ − ⋅ (3.24)

8k = , 

1044 480J = S - , 

.  

, 1ω > 0ν >

S - , 

.  

, S -

, 

254r = , 

. 
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4

S-

  

4.1 S-

Mg - 2kN = ,  

  k - — ,   

k [93]. 

, 

.  

Mg -

, . Mg

- S -

, 

S - , 

k , , Mg - , 

, 

, 

S -

.  

  Mg -   m -

, 

[93, 94], ( )vρ , 
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{ }deg ( )k v= ρ  , ( 1)k − . 

, 4( ) 1v v vρ = + + ,  4k = , Mg -

Q - :

[ ]
[ ]

1 1 1 1 0 0 0 0 1 0 0 1 1 0 1 0 ;

15 14 12 8 0 1 2 4 9 3 6 13 10 5 11 7 .

Mg

Q

=
=

  (4.1)

(4.1) ,   Mg -

S - , { }0 1 2 3, , ,X x x x x= , { }0 1 2 3, , ,Y y y y y=   —

, 

S - .  

  Mg - k

, Q - , 

S - , , 

S - , , 

28147-89 [33].  

, S -

.  

k -

:

⎯   ( 1);

⎯ Mg - ( 2);

⎯ ( 3).  

Mg -

S - [22]. 
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4.2

{ }k iV A= , 0,2 1ki = − , 

k . 

, 1 , 2 ,0[ , , , ]i i k i k iA α α α− −=  , . 

4.1.   0S 1S

i kA V∈   — iA , 

, 0 1

k , 

, 2 ,0 , 2 ,0

0 1

[ , , ,0]; [ , , ,1]i k i i k i

S S

− −α α α α
.  (4.2)

4.2.
1ε iA —

0S , 

iA , 0iA → . 

4.3.
2ε iA

1S , 

iA , 1iA → . 

0S

1S :

4.1. Aγ , 2iγ =

2 1kε = + , 

12 2 1
0 0 0, ,...,

TS S SC A A Aε ε −
γ γ γ= , 0SA ι

γ — ι

0S Aγ , T — . 

C 0S

11 1 1
1 11 ,..., ,C

S SS

u u u uD C C ε − ε= , 1S

uC ι — ι 1S
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uC , 21,u = ε . 

C uD iA . 

12
{ , }kA A −γ γ+

, 20,2 1ki −= −  ,   . , 

  

22kp −= , 3,4,5,k =  , (4.3)

.k

4.2.

0S 1S

C
uD , , 

.  

Mg - , 

2kN =

: (

) (

), 

.  

, 

.  

iA i .  

Mg -

k - , 

:

1.1. k 22kp −=

. , 4k =

0S 1S
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1 2

0 / 8 0 2 /10 4 8 0

1/ 9 2 4 8 0 5 /13 10 4 8 0

3 /11 6 12 8 0 , 11/ 3 6 12 8 0 ,

7 /15 14 12 8 0 7 /15 14 12 8 0

15 / 7 14 12 8 0 15 / 7 14 12 8 0

→ → → →

↓ ↓

→ → → → → → → →

↓ ↓

→ → → → → → → →

↓ ↓

→ → → → → → → →

↓ ↓

→ → → → → → → →

3 4

4 /12 8 0 6 /14 12 8 0

9 /1 2 4 8 0 13 / 5 10 4 8 0

3 /11 6 12 8 0 , 11/ 3 6 12 8 0 ,

7 /15 14 12 8 0 7 /15 14 12 8 0

15 / 7 14 12 8 0 15 / 7 14 12 8 0

→ → → → →

↓ ↓

→ → → → → → → →

↓ ↓

→ → → → → → → →

↓ ↓

→ → → → → → → →

↓ ↓

→ → → → → → → →

.  

1.2. 

N 1. 

, 

iQ - , 

  16N = ( . 4.1). 

(4.4)
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4.1

Q -

iQ iQ - , 16N =

1Q 0 1 2 4 9 3 6 13 10 5 11 7 15 14 12 8

2Q 0 1 2 4 9 3 7 15 14 13 10 5 11 6 12 8

3Q 0 1 2 5 10 4 9 3 6 13 11 7 15 14 12 8

4Q 0 1 2 5 10 4 9 3 7 15 14 13 11 6 12 8

5Q 0 1 2 5 11 6 12 9 3 7 15 14 13 10 4 8

6Q 0 1 2 5 11 6 13 10 4 9 3 7 15 14 12 8

7Q 0 1 2 5 11 7 15 14 12 9 3 6 13 10 4 8

8Q 0 1 2 5 11 7 15 14 13 10 4 9 3 6 12 8

9Q 0 1 3 6 12 9 2 5 11 7 15 14 13 10 4 8

10Q 0 1 3 6 13 10 4 9 2 5 11 7 15 14 12 8

11Q 0 1 3 6 13 10 5 11 7 15 14 12 9 2 4 8

12Q 0 1 3 6 13 11 7 15 14 12 9 2 5 10 4 8

13Q 0 1 3 7 15 14 12 9 2 5 11 6 13 10 4 8

14Q 0 1 3 7 15 14 13 10 4 9 2 5 11 6 12 8

15Q 0 1 3 7 15 14 13 10 5 11 6 12 9 2 4 8

16Q 0 1 3 7 15 14 13 11 6 12 9 2 5 10 4 8

  
iQ -  . 

1.3. (4.2) jMg -

, 1,256j = , .  

, . 4.1

  gMg - , 1,16g = , 

k - , (4.5). 

gMg -   10( )gMg

1Mg 13Mg - , 

m - , 

. 
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[ ] ( )
[ ] ( )
[ ] ( )
[ ] ( )
[ ] ( )
[ ] ( )

1 1 10

2 2 10

3 3 10

4 4 10

5 5 10

6 6 10

  0 0 0 0 1 0 0 1 1 0 1 0 1 1 1 1 ,
  0 0 0 0 1 0 0 1 1 1 1 0 1 0 1 1 , 2539
  0 0 0 0 1 0 1 0 0 1 1 0 1 1 1 1 , 2671
  0 0 0 0 1 0 1 0 0 1 1 1 1 0 1 1 , 2683
  0 0 0 0 1 0 1 1 0 0 1 1 1 1 0 1 , 2877
  0 0 0 0 1 0 1 1 0 1 0 0 1 1 1 1 , 2927

Mg Mg
Mg Mg
Mg Mg
Mg Mg
Mg Mg
Mg Mg

G

= =
= =
= =
= =
= =
= =

=

2479

[ ] ( )
[ ] ( )
[ ] ( )
[ ] ( )
[ ] ( )
[ ] ( )

7 7 10

8 8 10

9 9 10

10 10 10

11 11 10

12 12 10

  0 0 0 0 1 0 1 1 1 1 0 0 1 1 0 1 , 3031
  0 0 0 0 1 0 1 1 1 1 0 1 0 0 1 1 , 3027
  0 0 0 0 1 1 0 0 1 0 1 1 1 1 0 1 , 3261

0 0 0 0 1 1 0 1 0 0 1 0 1 1 1 1 , 3375
0 0 0 0 1 1 0 1 0 1 1 1 1 0 0 1 , 3449
0 0 0 0 1 1 0 1 1 1 1 0 0 1 0 1 , 3557

Mg Mg
Mg Mg
Mg Mg
Mg Mg
Mg Mg
Mg Mg
Mg

= =
= =
= =
= =
= =
= =

[ ] ( )
[ ] ( )
[ ] ( )
[ ] ( )

13 13 10

14 14 10

15 15 10

16 16 10

.

0 0 0 0 1 1 1 1 0 0 1 0 1 1 0 1 ,
0 0 0 0 1 1 1 1 0 1 0 0 1 0 1 1 , 3915
0 0 0 0 1 1 1 1 0 1 0 1 1 0 0 1 , 3929
0 0 0 0 1 1 1 1 0 1 1 0 0 1 0 1 , 3941

Mg
Mg Mg
Mg Mg
Mg Mg

= =
= =
= =
= =

3885

.  

4k > 1 , , , 

.  

Mg -

, . 

4.3 k -

  

, 

k . 

iT , 

Mg - .  

iT —

10( )iT ,   N – { }2 02 2 1
( ) , ,...,k kiT t t t

−
= , 

(4.5)
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1
10 2( ) ( ) , 0,2 1,k

i i iT T T i −= = = − (4.6)

iT , 

2 , ( )0, 2 2Ni = . 

1 Mg -

. 

1. .   Mg -

(1) (0) / 2K K N= = , (1)K (0)K , , "1"

"0" N Mg - . 

2. k - . 

  
iT , , 

2logk N≤ . 

3. Mg -   

, 

10( ) 2 1,   Mg = λ + λ∈ (4.7)

, , i 2.step =   

4.     Mg -

( ) 1 2

min 10
2 2 1, 2N k N k kT N− − −= + + = , (4.8)

( ) ( )min10 10iT T≥

iT . 1

. 

5.     Mg - , 
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( ) ( ) 1

max min10 10
2N kT T − −≤ + , (4.9)

iMg - , 

, 

. 

( )

[85] , 

, — .  

6.   Mg -

opt / 2Nμ = , . . 

[85]

. 

1…5

Mg - k -

. 

4.4 k -

Mg -

. 

( ) XOR{ ,2 }n n nξ = [95], 

2 : n 2n , 

[96]. 

  Mg - — , 

( )nξ , 

, 
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( ) XOR{2 1,2(2 1)}h h hψ = + + ,  1,2 1kh = −  .  (4.10)

, 

, 2, 

Mg - . . 4.2.  

( )hψ . 

. 4.2. :

6

1 1( )mod2 ,   0,64h hψ = ( ); 16

2 2( )mod 2 ,   0,1024h hψ = ( )

Mg -

(4.11) 3, :

1. Mg -

2 ( )min 10
T , 

( )max 10
T 2 max 10 min 10[( ) ( ) ] / 2i iΔ = − , 

minh maxh (4.11)

Mg -

3

min min max max 3 max min( ), ( ),i h i h h h= ψ = ψ Δ = − ;    (4.11)
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2. ( )hψ

3Δ , 

Mg - . 

, 

Mg - 16N = . 

1 Mg -

{ }
{ }

1 10 min2

16 10 max2

00001001   00000001 2305 ;

00001111  11111111 4095 .

Mg i

Mg i

> = =
< = =

(4.12)

(4.12) 4.2

3 959 512 450Δ = − = . h

( )hψ ,   Mg

- 16 ( . 4.2). 

4.2
( )hψ   

Mg -
h 565 593 619 626 653 657 667 668

( )hψ 3261 3557 3449 3375 3885 3941 3929 3915

Mg -
iMg 9Mg 12Mg 11Mg 10Mg 13Mg 16Mg 15Mg 14Mg

h 768 788 856 861 866 885 940 946

( )hψ 2671 2683 3027 3021 2895 2877 2539 2479

Mg -
iMg 3Mg 4Mg 8Mg 7Mg 6Mg 5Mg 2Mg 1Mg
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4.5 k -

Mg -

( ), , 

: . 

. 

S - . 

q - ( ), 

kN q=  , q — , k - (

) N

. , 4q = (

{0,1,2,3}), 2k = , 24 16N = = 4q =

00 20
01 211 302 22
03 23
10 30
11 312 412 32
13 33

. (4.13)

(4.13)

. 

k



73

. (4.13)

.  

1. , kN q= ,   

1 2[ , , , ]mT = τ τ τ , iτ

( )

, T

1

q
k

i
i

q qk
=

τ = − . (4.14)

, , 

24 16N = =

31 2 4

00 11 22 33 00
ττ τ τ

←→ ←→ ←→ ←→ , (4.15)

. 

:

1.   ΠΓ

, , kN q= , ,{ },i iT κ= τ

1, ,qκ = (4.14), 

, . 

, 24 16N = =  , 165ΠΓ = .  

2. ,{ }i iT κ= τ , 

1, ,qκ = J , 

iT , J

, 

. 
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, 

. 

, q . 

{ },iT

J , iT , 

. , 

. 

, 

, Γ , J . 

, 24 16N = = , Γ J , 

. 4.3. . 4.3 , 

29J = .  

4.3
Γ J

Γ J w Γ J w Γ J w

0008 4 216 0152 8 102 1115 4 36
0017 8 204 0161 4 72 1124 8 48
0026 8 162 0206 4 156 1133 4 60
0035 8 186 0215 8 120 1214 4 72
0044 4 192 0224 8 126 1223 8 66
0107 4 144 0233 8 114 1313 2 24
0116 8 114 0305 4 192 0323 4 156
0125 8 126 0241 4 168 1232 4 120
0134 8 96 0404 2 120 2222 1 96
0143 8 150 0314 8 138 – – –

iT

w ( .4.3). . 

, w , 

, :
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1.

. , 1 [0,0,0,8]T = , 

— [0,0,1,1, 2, 2,3,3] . 

2.

: , , 

(4.14). :

1 [0,0,1,1,2,2,3,3, ]= , 

, . 

3. (4.14), 

{0,1,2, , 1}m − , 

. 

(4.13), , 

, N , 

. 

,   1 [0,0,1,1,2,2,3,3,0,2,0,3,1,3,2,1]= . 

, 1 16N =

. , , 

1 [0,0,0,8]T =

— [0,0,1,1, 2, 2,3,3]

36 , .4.4. 

4.4

Mg -   1 [0,0,0,8]T =

0011223302031321
0011223302032131
0011223302103132
0011223302131032
0011223302132031
0011223303102132
0011223303132021
0011223303132102
0011223303202131

0011223303213102
0011223310203213
0011223310213032
0011223310213203
0011223310302132
0011223310320213
0011223310321302
0011223313020321
0011223313021032

0011223313032021
0011223313032102
0011223313202103
0011223313203021
0011223313210203
0011223313210302
0011223320210313
0011223320213031
0011223320213103

0011223320302131
0011223320310213
0011223320313021
0011223321020313
0011223321031302
0011223321302031
0011223321303102
0011223321310203
0011223321310302
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36 ( . 4.4), 36

0,0,1,1,3,3,2,2
0,0,2,2,1,1,3,3
0,0,2,2,3,3,1,1
0,0,3,3,1,1,2,2
0,0,3,3,2,2,1,1

. (4.16)

, 1 [0,0,0,8]T =

, 6 36 216w = ⋅ =

. w ( . 4.4)

iT   

. . 4.4 , 

W , 24 16N = =

29

, ,
1

20736i i
i

W w J
=

= = , (4.17)

[72]

11[( 1)!]
k kq q kW q q

−− −= − . (4.18)

, , 

:

3. , 

, kN q=     . 

4. , 

i
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κ

( , )i κ . 

(4.17), 3 4, 

24 16N = =  , 

331776W NW= = . (4.19)

S -

. S -

Q - .  Q -

. 

, , [ ]15,13,6,10,8,1,5,4,0,2,11,12,3,14,9,7Q =

[3,3,1,2,2,0,1,1,0,0, 2,3,0,3,2,1]= , 

  . 4.3 [97]. 

. 4.3 — Q -   

. 4.3 , 

, S -   k

. , , Q -

, 64 , 

32 .  
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4.6 S -

k -

S -

:

1.

S - . 

max 1r η≤ , η

– S - . 

2. , 

( )2 11
max 2 2 2Sd ηη −−≤ − − . 

3. , , 

1 2( , ...)T i i= , i ⎯ . 

4. , 

( ) 1( ) ( ) ( ) 2
i

i i
a

K f f x f x e η−= ⊕ ⊕ = . 

. 4.7 [22,97…99], 

Mg - . 

4.7
  S -

Mg –

/22NW =

J S- , 
, 

max
1r ≤ η

11 22 2 2Sd
−−= − −

η
η

T
1( ) 2iK f η −=

, 
4n= 256 24 192

21
( 60T ≥ )

0 4

, 
5n= 65536 76 33032

1642
( 1000T ≥ )

0 4

, 
2n=   

331776 23008 218688
2281

( 140T = )
2176 2



79

.4.7

Mg - S -

. 
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— S -

, 

. 

, S - , 

. 

S -

. 

S -

. 

S -

:

1. S - , 

;

2.

S - , 

S -

. 

, S -

( Q -

) , 

. 
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