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Abstract—As is known, the Nyberg design S-boxes possess the cryptographic properties valuable for

practical application. Up to date this construction has been considered only for fields of characteristic 2.

This paper presents an extension of the Nyberg construction to the fields of odd characteristic. The notion

of nonlinearity distance of p-function is introduced, and the affine ternary code is built. The Nyberg

design S-boxes with field characteristic p = 3 for all lengths N � 243 are built. The nonlinearity distances

are calculated, and it is shown that with an increase of S-box length, these distances increase essentially

faster as compared to the fields of characteristic p = 2.
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URGENCY OF THE SUBJECT

Block symmetric cryptographic algorithms are among the primary tools for ensuring the information

confidentiality. The blistering rise of the processing power of computers stipulates the need of enhancing the

encryption strength of existing algorithms and developing the new ones. Many researchers and practitioners

are engaged in this activity. The cryptoalgorithm stability in relation to most common types of

cryptoanalysis is determined by the quality of replacement block, i.e. S-box. At present, it is generally

accepted that the quality of substitution boxes is characterized by values of nonlinearity and avalanche effect

[1, 2].

APPROACHES TO FORMATION OF SUBSTITUTION TABLES

In respect of the formation of substitution tables, we can single out two main approaches to the

development of encryption algorithms.

The algorithm specified by Standard GOST 28147-90 [2] and recognized as highly robust that does not

define the method of S-box generation is an example of the first approach. This algorithm implies the

possibility of using different techniques for constructing substitution boxes. For example, the validated

procedure of stepwise selection of Boolean functions that are components of substitution boxes was

proposed in [3]. This procedure takes into account both the nonlinearity values of each of the functions

forming the box and the nonlinearity of all possible nontrivial linear combinations of these functions. Note

that in this case it is possible concurrently to solve the problem of enhancing the stability of linear and

differential cryptoanalyses by using both the nonlinearity and dynamic distance as selection criteria [4–6].

The procedure of such stepwise selection is realized by software in relation the algorithm (GOST 28147-90)

in [1].

The Rijndael algorithm also considered as robust [7] can represent the most peculiar example of the

second approach. The substitution box in this algorithm is completely determined by an irreducible

polynomial over the Galois field. The Rijndael algorithm employs the Nyberg construction [8] representing

the mapping in the form of multiplicatively inverse elements of Galois field GF
k

( )2 :
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k

� �
�1
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in combination with affine transformation
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